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Section 1: INTRODUCTION 

The U.S. Trade and Development Agency (USTDA) has provided a grant in the amount 
of U.S. $1,382,849 to Information Services JSC (the “Grantee”) in accordance with a grant 
agreement dated December 13, 2024 (the “Grant Agreement”). The Grant will fund the cost of 
services required in connection with the delivery of technical assistance (the “TA”) related to the 
proposed implementation of a National Cybersecurity System (“NCS”) for civilian administrative 
authorities (the "Project") in the Republic of Bulgaria (the "Host Country"). The Grant 
Agreement is attached as Appendix 3 for reference. The Grantee is soliciting technical proposals 
from qualified U.S. firms to provide expert consulting services to perform the Technical 
Assistance. 

1.1 BACKGROUND SUMMARY 

In recent years, the Government of Bulgaria has taken steps to strengthen operational and policy 
capacity related to e-government. In 2018, through the Cybersecurity Act, the country 
established a Cybersecurity Council with the Bulgarian Council of Ministers. In 2022, the 
Council replaced the former State Electronic Government Agency with the cabinet-level 
Ministry of Electronic Governance (“MEG”) and designated MEG as the chair of the Council. 
MEG was responsible for establishing a national cybersecurity strategy and system for all 
Bulgarian government entities, excluding law enforcement, national security, and intelligence 
agencies. MEG sought to create an NCS in Bulgaria that incorporates open, public procurements 
and better coordination of cybersecurity investments. To do so, MEG sought to leverage 
the expertise of Bulgaria’s state-owned IT services provider, Information Services, 
and consolidate security operations center (“SOC”) services for Bulgaria’s public administration 
within Information Services.  Recently in May 2026, MEG merged with the Ministry of 
Innovation and Growth to create the new Ministry of Innovation and Digital Transformation. 
(“MIDT”). Therefore, MIDT would be the ultimate beneficiary of the Technical Assistance.  

 Portions of a background Definitional Mission are provided for reference in Appendix 2.  

1.2 OBJECTIVE 

The Technical Assistance will develop a roadmap to scale up Information Services’ operations 
and establish it as the default national SOC provider for Bulgaria’s government entities. To support 
establishing Information Services as the default national SOC provider, the Technical Assistance 
will include a review of MIDT’s existing policies and procedures to establish a strategy for 
strengthening cybersecurity within Bulgaria’s public administration. In addition, the Technical 
Assistance will assist MIDT in establishing NCS architecture (e.g., system architecture, 
supporting policy documentation, and compliance frameworks) that outlines policies for migrating 
cybersecurity operations to Information Services. The Technical Assistance will also provide 
recommendations on how MIDT could incorporate auditing mechanisms and procurement 
oversight practices into its policies. 

The Technical Assistance will also include an informational workshop to present the new NCS 
structure and policies to key government stakeholders. Other deliverables associated with the 
Technical Assistance will include the establishment of a financing plan, a legal and regulatory 
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analysis, a development impact assessment, a preliminary environmental and social impact 
assessment, a U.S. sources of supply analysis, and project implementation plan.   

The Terms of Reference (TOR) for this Technical Assistance are included as Annex I to the Grant 
Agreement, attached as Appendix 3 to this RFP.  

1.3 PROPOSALS TO BE SUBMITTED 

The Grantee is soliciting technical proposals from which it will select a qualified U.S. firm to 
perform the Technical Assistance.  The administrative and technical requirements as detailed 
throughout the Request for Proposals (RFP) will apply. Specific proposal format and content 
requirements are detailed in Section 3.  

The amount for the contract has been established by a USTDA grant of U.S. $1,382,849. The 
USTDA grant of U.S. $1,382,849 is a fixed amount.  Accordingly, cost will not be a factor in the 
evaluation and therefore, cost proposals should not be submitted.  Upon detailed evaluation of 
technical proposals, the Grantee shall select one firm for contract negotiations.  

1.4 CONTRACT FUNDED BY USTDA 

In accordance with the terms and conditions of the Grant Agreement, USTDA has provided a grant 
in the amount of U.S. $1,382,849 to the Grantee.  The funding provided under the Grant Agreement 
shall be used to fund the costs of the contract between the Grantee and the U.S. firm selected by 
the Grantee to perform the TOR.  The contract must include certain USTDA Mandatory Contract 
Clauses relating to nationality, taxes, payment, reporting, and other matters.  The USTDA 
nationality requirements and the USTDA Mandatory Contract Clauses are contained in Annex II 
of the Grant Agreement, attached as Appendix 3 to this RFP.  In no event will the amounts 
contributed by USTDA for the Technical Assistance exceed the amount of the Grant Funds. 
Payment to the Contractor selected will be made directly by USTDA on behalf of the Grantee with 
the Grant Funds provided under this Grant Agreement.   

Appendix 4 contains the Reference Task Values (as defined in Appendix 4) that would be utilized 
by USTDA in the event of an amendment to or termination of the contract. In the event that (i) the 
Contract Parties amend the Terms of Reference in accordance with the terms and provisions of the 
contract, the Reference Task Values may be subject to reasonable and appropriate adjustments to 
reflect the change in value of one or more Tasks thereunder, subject to USTDA written approval, 
and in the event that (ii) the Contract and/or the Activity is terminated prior to completion of all 
Tasks under the Terms of Reference, or work under the Contract and/or Activity is otherwise not 
fully completed, USTDA may utilize the Reference Task Values to estimate the value of the work 
performed by the Contractor under the Terms of Reference prior to such termination or other date 
as specified by USTDA. To be clear, the Contractor is not required to adhere to these Reference 
Task Values in completing the work and does not need to seek approval from USTDA for 
deviations in estimated or actual costs. These Reference Task Values are provided simply because 
USTDA may refer to them in the event of either of the two (2) circumstances noted above. 
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Section 2: INSTRUCTIONS TO OFFERORS 

2.1 PROJECT TITLE 

The project is called Bulgaria: Technical Assistance: Public Administration Cybersecurity.  

2.2 DEFINITIONS 

Please note the following definitions of terms as used in this RFP. 

The term "Request for Proposals" means this solicitation of a formal technical proposal, 
including qualifications statement. 
The term "Offeror" means the U.S. firm, including any and all subcontractors, which 
responds to the RFP and submits a formal proposal and which may or may not be successful 
in being awarded this procurement. 

2.3 DEFINITIONAL MISSION REPORT 

USTDA sponsored a Definitional Mission to address technical, financial, sociopolitical, 
environmental and other aspects of the proposed project.  Portions of the report are attached at 
Appendix 2 for background information only.  Please note that the final and authoritative TOR 
referenced in the report are included as Annex I to the Grant Agreement, attached as Appendix 3 
to the RFP. 

2.4 EXAMINATION OF DOCUMENTS 

Offerors should carefully examine this RFP.  It will be assumed that Offerors have done such 
inspection and that through examinations, inquiries and investigation they have become 
familiarized with local conditions and the nature of problems to be solved during the execution of 
the Technical Assistance. 

Offerors shall address all items as specified in this RFP.  Failure to adhere to this format may 
disqualify an Offeror from further consideration. 

Submission of a proposal shall constitute evidence that the Offeror has made all the above 
mentioned examinations and investigations, and is free of any uncertainty with respect to 
conditions which would affect the execution and completion of the Technical Assistance. 
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2.5 PROJECT FUNDING SOURCE 
 
The Technical Assistance will be funded under a grant from USTDA.  The total amount of the 
grant is not to exceed U.S. $1,382,849.  
 
2.6 RESPONSIBILITY FOR COSTS 
 
Offeror shall be fully responsible for all costs incurred in the development and submission of the 
proposal.  Neither USTDA nor the Grantee assumes any obligation as a result of the issuance of 
this RFP, the preparation or submission of a proposal by an Offeror, the evaluation of proposals, 
final selection or negotiation of a contract.   
 
2.7 TAXES 
 
Offerors should submit proposals that note that in accordance with the USTDA Mandatory 
Contract Clauses, USTDA grant funds shall not be used to pay any taxes, tariffs, duties, fees or 
other levies imposed under laws in effect in the Host Country. 
 
2.8 CONFIDENTIALITY 
 
The Grantee will preserve the confidentiality of any business proprietary or confidential 
information submitted by the Offeror, which is clearly designated as such by the Offeror, to the 
extent permitted by the laws of the Host Country. 
 
2.9 ECONOMY OF PROPOSALS 
 
Proposal documents should be prepared simply and economically, providing a comprehensive yet 
concise description of the Offeror's capabilities to satisfy the requirements of the RFP.  Emphasis 
should be placed on completeness and clarity of content. 
 
2.10 OFFEROR CERTIFICATIONS 
 
The Offeror shall certify (a) that its proposal is genuine and is not made in the interest of, or on 
behalf of, any undisclosed person, firm, or corporation, and is not submitted in conformity with, 
and agreement of, any undisclosed group, association, organization, or corporation; (b) that it has 
not directly or indirectly induced or solicited any other Offeror to put in a false proposal; (c) that 
it has not solicited or induced any other person, firm, or corporation to refrain from submitting a 
proposal; and (d) that it has not sought by collusion to obtain for itself any advantage over any 
other Offeror or over the Grantee or USTDA or any employee thereof. 
 
2.11 CONDITIONS REQUIRED FOR PARTICIPATION 
 
Only U.S. firms are eligible to participate in this tender.  However, U.S. firms may utilize 
subcontractors from the Host Country for up to 30 percent of the amount of the USTDA grant for 
specific services from the TOR identified in the subcontract. USTDA’s nationality requirements, 
including definitions, are detailed in the Grant Agreement in Appendix 3.   
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2.12 LANGUAGE OF PROPOSAL 

All proposal documents shall be prepared and submitted in English, and only English.  

2.13 PROPOSAL SUBMISSION REQUIREMENTS 

Proposals shall be submitted exclusively in electronic form, via e-mail attachment(s) to 
office@is-bg.net. Electronic copies (in English, PDF files preferred) of your proposal must be 
received at the above e-mail address no later than 17:30 (local time in Sofia, Bulgaria on 20 July 
2026.  Offerors shall not use file hosting services or external links for electronic 
submission.  The maximum attachment size is 20 MB, so if the files are larger than 20 MB, 
please send multiple e-mails.  

Information Services JSC uses instruments to guarantee the security of information transferred 
via e-mail that could delay the electronic messages receipt. Therefore, it is recommended the 
proposals to be sent at least 30 minutes prior to the end time for submission.  

2.14 LABELING 

Proposals submitted electronically must be clearly labeled, including the contact name and the 
name of the project. 

2.15 OFFEROR’S AUTHORIZED NEGOTIATOR 

The Offeror must provide the name, title, address, telephone number, e-mail address and fax 
number of the Offeror’s authorized negotiator.  The person cited shall be empowered to make 
binding commitments for the Offeror and its subcontractors, if any. 

2.16 AUTHORIZED SIGNATURE 

The proposal must contain the signature of a duly authorized officer or agent of the Offeror 
empowered with the right to bind the Offeror. 

2.17 EFFECTIVE PERIOD OF PROPOSAL 

The proposal shall be binding upon the Offeror for 90  days after the proposal due date, and Offeror 
may withdraw or modify this proposal at any time prior to the due date upon written request, signed 
in the same manner and by the same person who signed the original proposal. 

2.18 EXCEPTIONS 

All Offerors agree by their response to this RFP announcement to abide by the procedures set forth 
herein.  No exceptions shall be permitted. 

2.19 OFFEROR QUALIFICATIONS 

mailto:office@is-bg.net
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As provided in Section 3, Offerors shall submit evidence that they have relevant past experience 
and have previously delivered advisory, technical assistance and/or other services similar to those 
required in the TOR, as applicable. 

2.20 RIGHT TO REJECT PROPOSALS 

The Grantee reserves the right to reject any and all proposals. 

2.21 PRIME CONTRACTOR RESPONSIBILITY 

Offerors have the option of subcontracting parts of the services they propose. The Offeror's 
proposal must include a description of any anticipated subcontracting arrangements, including the 
name, address, and qualifications of any subcontractors.  USTDA nationality provisions apply to 
the use of subcontractors and are set forth in detail in Annex II of the Grant Agreement, attached 
as Appendix 3 to this RFP.  The successful Offeror shall cause appropriate provisions of its 
contract, including USTDA Mandatory Contract Clauses, to be inserted in any subcontract funded 
or partially funded by USTDA grant funds. 

2.22 AWARD 

The Grantee shall make an award resulting from this RFP to the best qualified Offeror, on the basis 
of the evaluation factors set forth herein. The Grantee reserves the right to reject any and all 
proposals received. 

2.23 COMPLETE SERVICES 

The successful Offeror shall be required to (a) provide local transportation, office space and 
secretarial support required to perform the TOR if such support is not provided by the Grantee; (b) 
provide and perform all necessary labor, supervision and services; and (c) in accordance with best 
technical and business practice, and in accordance with the requirements, stipulations, provisions 
and conditions of this RFP and the resultant contract, execute and complete the TOR to the 
satisfaction of the Grantee and USTDA.  By submitting a proposal, the Offeror understands and 
agrees that (i) the Terms of Reference in Annex I to the Grant Agreement (included herein in 
Appendix 3) must be completed as written; (2) the Offeror is responsible for completing the Terms 
of Reference as written; and (3)  the Offeror has the capacity to fully complete the Terms of 
Reference.  Per the terms of the contract, any modifications to the Terms of Reference are only 
valid if both the Grantee and USTDA pre-approve the changes in writing.   

2.24 INVOICING AND PAYMENT 

Deliverables under the contract shall be delivered on a schedule to be agreed upon in a contract 
with the Grantee.  The Contractor may submit invoices to the designated Grantee Project Director 
in accordance with a schedule to be negotiated and included in the contract.  After the Grantee’s 
approval of each deliverable and associated invoice, the Grantee will forward the invoice to 
USTDA.  Upon receipt of a valid, Grantee-approved invoice, USTDA shall make its disbursement 
of the grant funds directly to the U.S. firm in the United States.  USTDA’s receipt and processing 
of the invoice does not constitute approval, validation or endorsement by USTDA of the 
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deliverable(s).  Payment by USTDA also does not constitute approval or endorsement of the 
quality of work performed by the Contractor or Subcontractors, or confirmation or agreement by 
USTDA that the work was performed in accordance with the terms and conditions of the contract, 
the Terms of Reference for the Technical Assistance or the USTDA Mandatory Contract Clauses.  
USTDA reserves the right to audit the books, records, and other documentation for the Technical 
Assistance as described in USTDA’s Mandatory Contract Clauses to the Contract. USTDA may 
require additional information, such as deliverables, before remitting payment.  The last payment 
shall not be disbursed until the Final Report is approved by the Grantee and USTDA.  All payments 
by USTDA under the Grant Agreement will be made in U.S. currency.  Detailed provisions with 
respect to invoicing and disbursement of grant funds are set forth in the USTDA Mandatory 
Contract Clauses, Annex II of the Grant Agreement, attached as Appendix 3 to this RFP. 
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Section 3: PROPOSAL FORMAT AND CONTENT 

To expedite proposal review and evaluation, and to assure that each proposal receives the same 
orderly review, all proposals must follow the format described in this section. 

Proposal sections and pages shall be appropriately numbered and the proposal shall include a Table 
of Contents.  Offerors are encouraged to submit concise and clear responses to the RFP.  Proposals 
shall contain all elements of information requested without exception.  Instructions regarding the 
required scope and content are given in this section.  The Grantee reserves the right to include any 
part of the selected proposal in the final contract. 

The proposals shall be submitted in PDF format. If an additional document is necessary to be 
attached to the proposal, it shall be scanned and presented with the proposal. In the case that a 
document proving qualifications are available through a public free register or the information is 
available to the public at another official address, the offerors may include an electronic address 
at which this information is available and accessible.  

The proposal shall consist of a technical proposal only.  A cost proposal is not required because 
the amount for the contract has been established by a USTDA grant of $1,382,849 which is a fixed 
amount. 

Each proposal must include the following: 

Transmittal Letter, 
Cover/Title Page, 
Table of Contents, 
Executive Summary, 
Firm Background Information, 
Organizational Structure, Management Plan and Key Personnel, 
Technical Approach and Work Plan, and 
Experience and Qualifications. 

Detailed requirements and directions for the preparation of the proposal are presented below. 

3.1 EXECUTIVE SUMMARY 

An Executive Summary should be prepared describing the major elements of the proposal, 
including any conclusions, assumptions, and general recommendations the Offeror desires to 
make.  Offerors are requested to make every effort to limit the length of the Executive Summary 
to no more than five (5) pages. 

3.2 FIRM BACKGROUND INFORMATION 

The Offeror shall provide background information on the U.S. firm and any subcontractors, which 
may include company name, type of business structure, ownership/management team, location, 
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company history, mission statement, products and services offered, objectives and a vision 
statement. 
 
3.3 ORGANIZATIONAL STRUCTURE, MANAGEMENT PLAN, AND KEY 

PERSONNEL 
 
Describe the Offeror's proposed project organizational structure.  Discuss how the project will be 
managed including the principal and key staff assignments for this Technical Assistance.  Identify 
the Project Manager who will be the individual responsible for this project.  The Project Manager 
shall have the responsibility and authority to act on behalf of the Offeror in all matters related to 
the Technical Assistance. 
 
Provide a listing of personnel (including subcontractors) to be engaged in the project, including 
both U.S. and local subcontractors, with the following information for key staff:  position in the 
project; pertinent experience, curriculum vitae; other relevant information.  If subcontractors are 
to be used, the Offeror shall describe the organizational relationship, if any, between the Offeror 
and the subcontractor.   
 
A workforce schedule and the level of effort for the project period, by activities and tasks, as 
detailed under the Technical Approach and Work Plan shall be submitted.  A statement confirming 
the availability of the proposed project manager and key staff over the duration of the project must 
be included in the proposal.   
 
3.4 TECHNICAL APPROACH AND WORK PLAN 
 
Describe in detail the proposed Technical Approach and Work Plan (the “Work Plan”).  Discuss 
the Offeror’s methodology for completing the project requirements.  Include a brief narrative of 
the Offeror’s methodology for completing the tasks within each activity series.  Begin with the 
information gathering phase and continue through delivery and approval of all required reports. 
 
Prepare a detailed schedule of performance that describes all activities and tasks within the Work 
Plan, including periodic reporting or review points, incremental delivery dates, and other project 
milestones. 
 
Based on the Work Plan, and previous project experience, describe any support that the Offeror 
will require from the Grantee.  Detail the amount of staff time required by the Grantee or other 
participating agencies and any work space or facilities needed to complete the Technical 
Assistance. 
 
3.5 EXPERIENCE AND QUALIFICATIONS 
 
Provide a discussion of the Offeror's experience and qualifications that are relevant to the 
objectives and TOR for the Technical Assistance.  If a subcontractor(s) is being used, similar 
information must be provided for the prime and each subcontractor firm proposed for the project.  
The Offeror shall provide information with respect to relevant experience and qualifications of key 
staff proposed. The Offeror shall include letters of commitment from the individuals proposed 
confirming their availability for contract performance. 
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As many as possible but not more than six (6) relevant and verifiable project references must be 
provided for each of the Offeror and any subcontractor, including the following information: 
 

 Project name, 
 Name and address of client (indicate if joint venture), 
 Client contact person (name/ position/ current phone and fax numbers), 
 Period of Contract, 
 Description of services provided, 
 Dollar amount of Contract, and 
 Status and comments. 

 
Offerors are strongly encouraged to include in their experience summary primarily those projects 
that are similar to the Technical Assistance as described in this RFP. 
 
3.6 SUBMISSION OF RFP QUESTIONS 
 
Prospective Offerors may submit questions related to the content of this RFP to: RFP@ustda.gov.  
The deadline for submitting questions shall be July 2, 2026, 3:00PM, EDT.  The email subject line 
must read: “RFP Question:  Bulgaria: Technical Assistance: Public Administration Cybersecurity; 
USTDA Activity Number 2025-21004A.”  Questions received by any other means shall not be 
accepted.   
 
 
  

mailto:RFP@ustda.gov
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Section 4: AWARD CRITERIA 

Individual proposals will be initially evaluated by a Procurement Selection Committee of 
representatives from the Grantee.  The Committee will then conduct a final evaluation and 
completion of ranking of qualified Offerors.  The Grantee will notify USTDA of the best qualified 
Offeror, and USTDA shall review the submission and qualifications of the Offeror to ensure 
compliance with USTDA requirements.  USTDA may object to a Contractor selected by a Grantee 
for a Grant Activity based on criteria provided in Appendix 5 of this RFP.  If USTDA issues a no-
objection letter, the Grantee shall promptly notify all Offerors of the award and negotiate a contract 
with the best qualified Offeror.  If a satisfactory contract cannot be negotiated with the best 
qualified Offeror, negotiations will be formally terminated.  Negotiations may then be undertaken 
with the second most qualified Offeror and so forth. 

The selection of the Contractor will be based on the following criteria: 

Criteria 
Importance 

(points out of 
100 total) 

1. Prior experience on similar work scopes, with an 
emphasis on developing of national-level government 
cybersecurity system and national-level government 
cybersecurity architecture. 

45 

2. Knowledge of the Bulgarian cybersecurity landscape
and governing law, experience in the Central and 
Eastern European region, and experience in the 
European Union. 

15 

3. Overall depth and breadth of project team. 15 

4. Client references from prior work. 10 

5. The overall plan for executing the Technical
Assistance scope of work. 

15 

Proposals that do not include all requested information shall be considered non-responsive. 

Price will not be a factor in contractor selection. 
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BULGARIA: TECHNICAL ASSISTANCE: PUBLIC ADMINISTRATION 
CYBERSECURITY  

Information Services (the “Grantee”) invites submission of qualifications and proposal data 
(collectively referred to as the "Proposal") from interested U.S. firms that are qualified on the basis 
of experience and capability to execute technical assistance related to the proposed implementation 
of a National Cybersecurity System (“NCS”) for civilian administrative authorities in the Republic 
of Bulgaria. The Proposal submission deadline is 20 July 2026. The U.S. firm selected will be paid 
in U.S. dollars from a $1,382,849 grant to Information Services from the U.S. Trade and 
Development Agency.  

About the Grantee 

Information Services is a state-owned IT services provider that was established in 1990. It has a 
long history of being an effective IT services provider and serves as the national system integrator 
for the Government of Bulgaria. Information Services also specializes in providing a 
Security Operations Center (“SOC”)-as-a-service and has an in-house security monitoring center 
that operates 24/7 to monitor, prevent, detect, investigate, and respond to cyber incidents.   

Project Background 

In recent years, the Government of Bulgaria has taken steps to strengthen operational and policy 
capacity related to e-government. In 2022, the Ministry of Electronic Governance (“MEG”) 
was established. MEG was responsible for establishing a national cybersecurity strategy and 
system for all Bulgarian government entities, excluding law enforcement, national security, and 
intelligence agencies. The ministry sought to create an NCS in Bulgaria that incorporates open, 
public procurements and better coordination of cybersecurity investments. To do so, MEG sought 
to leverage the expertise of Bulgaria’s state-owned IT services provider, Information Services, 
and consolidate SOC services for Bulgaria’s public administration within Information Services.  
Recently in May 2026, MEG merged with the Ministry of Innovation and Growth to create the new 
Ministry of Innovation and Digital Transformation (“MIDT”). Therefore, MIDT would be the 
ultimate beneficiary of the Technical Assistance.  

About the Technical Assistance 

The Technical Assistance will develop a roadmap to scale up Information Services’ operations 
and establish it as the default national SOC provider for Bulgaria’s government entities. To support 
establishing Information Services as the default national SOC provider, the Technical Assistance 
will include a review of MIDT’s existing policies and procedures to establish a strategy for 
strengthening cybersecurity within Bulgaria’s public administration. In addition, the Technical 
Assistance will assist MIDT in establishing NCS architecture that outlines policies for migrating 
cybersecurity operations to Information Services. Other deliverables associated with the Technical 
Assistance will include the establishment of a financing plan, a legal and regulatory analysis, a 
development impact assessment, a preliminary environmental and social impact assessment, a U.S. 
sources of supply analysis, and project implementation plan.  
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PORTIONS OF BACKGROUND DEFINITIONAL MISSION REPORT 
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Description of the Project  

The Project refers to MEG’s establishment of a National Cybersecurity System (NCS) for 
implementing and enforcing various network and information security measures (NISMs) across 
the Bulgarian public administration, pursuant to Bulgaria’s Cybersecurity Act. The NISMs are a set 
of policy, operational, and information-sharing requirements that all administrative 
authorities are obligated to comply with. The NCS would build on MEG’s existing policies and 
procedures, establishing a more comprehensive and strategically guided framework for 
strengthening cybersecurity within Bulgarian civilian government. National security, intelligence, 
and law enforcement entities are excluded from the scope of the Project as they are not subject to 
cybersecurity oversight by MEG.   

An essential element of the Project is establishing Information Services (IS) as the default 
national Security Operations Center (SOC) provider for civilian administrative authorities. Most 
civilian authorities likely have little to no cybersecurity monitoring at all at the present time, as 
SOCs are an expensive, advanced capability. Only security-focused agencies are known to have 
invested in creating internal SOCs. The NCS will facilitate migration of SecOps responsibility 
from disparate IT teams (i.e., within each Bulgarian civilian government agency) to the national 
SOC whenever possible by establishing guidelines for cyber shared services provision. In order 
to serve additional administrative authorities, the IS SOC would need to be scaled up significantly 
to perform this role, which represents the primary U.S. export potential opportunity associated with 
the Project (in the form of additional cybersecurity licensing costs and supporting IT 
infrastructure). IS will serve as the formal sponsor for the Project.   

For the next several years, Project financing will likely rely heavily on funding available from the 
EU’s Program for Research, Innovation and Digitalization for Smart Transformation 
(PRIDST). €166.5M of PRIDST funding is available to the Government of Bulgaria (GoB) until 
2029 for cybersecurity-related capital and operating costs. PRIDST funding can only 
be allocated to government agencies—not state-owned enterprises—so it cannot directly fund 
improvements to the IS SOC. However, the funds can still support Project implementation 
indirectly as more government entities use PRIDST funds as a supplement to their internal IT 
budgets to purchase of managed SOC services from IS, helping it generated the cash needed for 
investments in expanded SOC services.   

Description of the Activity  

The Activity refers to technical assistance (TA) to be conducted by a U.S. Contractor selected 
through a competitive bidding process. The Activity would include TA for IS aimed at reviewing 
its current SOC operating model and establishing a roadmap to scale up its operations as it assumes 
responsibility for serving additional administrative authorities. The Activity will also guide MEG 
with respect to establishing an NCS architecture, improving its policy guidance and auditing 
mechanisms, and strengthening its procurement oversight practices.   

 Key Questions About the Project   

What is the technological approach to the Project?  
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Through the investments included in the proposed Project, IS plans to reinforce and augment its 
capabilities as a managed security service provider (MSSP) for the Bulgarian public sector. MSSPs 
provide outsourced cybersecurity monitoring and management, with common services 
including firewall, intrusion detection, vulnerability scanning, and antivirus. By hiring an MSSP, 
an organization can reduce its dependence on in-house cybersecurity staff.   

To provide these services, MSSPs use security operation centers, which are staffed 24/7. A SOC 
may be a physical location where a team of cybersecurity experts monitor the security of an 
organization’s IT infrastructure and networks, but SOCs may also be “virtual” with team members 
working remotely from various locations. Essential tools used during SOC operations include:   

• Security information and event management (SIEM) platforms, which collect,
aggregate, and analyze data from an organization’s applications, devices, and servers in
real-time so security teams can detect and block attacks. SIEM tools use predetermined
rules to identify threats and generate alerts. SEIM combines both security information
management (SIM) and security event management (SEM) into one security management
system. 

• Security orchestration, automation, and response (SOAR) platforms, which guide
standardized incident response activities. SOAR technology collects inputs monitored by
the security operations team—such as alerts from the SIEM system—and helps define and
prioritize incident response actions. 

• Extended detection and response (XDR), a technology solution that collects threat data
across the full breadth of an organization’s technology stack. XDR “extends” traditional
endpoint detection and response (EDR) solutions, which only monitor end-user devices, by
adding data streams from additional sources such as cloud workloads, servers, emails, and
network traffic. 

• Threat intelligence platforms, which provide regularly updated information about the
motivations, tactics, techniques, and procedures associated with known malicious cyber
actors. 

How will the U.S. firm’s technology be used in the Project?   

The U.S. firm conducting the TA will not contribute any technology to the Project.   

What stakeholders are involved in the Project?   

The primary stakeholders for this Project are:   
• The Ministry of Electronic Governance (MEG)   
• Information Services (IS) is a state-owned IT services provider that has been designated as

the “national system integrator” for GoB. IS currently operates a SOC providing managed
cybersecurity services for approximately 10 administrative authorities across Bulgaria. The
Project is designed to induce more GoB administrative authorities to use IS’s SOC services,
increasing opportunities for U.S. cybersecurity vendors as IS scales up its SOC to meet the
new demand. 

• Other security and intelligence agencies of the GoB, including the Ministry of Defense
(MoD), Ministry of Interior (MoI), and State Agency for National Security
(DANS). These agencies retain independent control over cybersecurity within their
respective domains and are technically excluded from the scope of the Project. However, to
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the extent their interests are represented within GoB’s Council of Ministers and 
Cybersecurity Council, they will need to provide at least tacit political approval for the 
Project. These agencies generally prefer classified cybersecurity procurements in which 
local contractors A1, CNSys, and Telelink are the only authorized bidders.   

What are the infrastructure requirements for the Project? 

SOC’s primarily rely on digital solutions such as SEIM, SOAR, and XDR. To operate these 
technology tools, physical infrastructure for storage (servers) and networking (routers and 
switches) are required, as well as other standard IT infrastructure (workstations, cabling, power 
supply). No other major infrastructure upgrades at IS’s facility are likely necessary, as IS 
has additional floor space in its existing offices where it can expand its SOC operations if 
necessary.   

What is the legal and regulatory framework governing the Project? 
  
The most current legislation concerning cybersecurity in Bulgaria is the Cybersecurity Act, which 
was adopted by the National Assembly on October 31, 2018. This legislation addresses:   

• The organization, management, and control of cybersecurity, including all cyber defense
activities aimed at ensuring a high common level of security for networks and information
systems, and for countering cybercrime; 

• The designation of national and specialized authorities for cybersecurity, and outlines their
powers and functions; and 

• The security and notification requirements for operators of essential services, digital
service providers and competent administrative bodies, as well as persons performing
public functions and organizations providing online administrative services. 

The legislation also establishes the Cybersecurity Council and the National Cybersecurity 
Coordinator, who are responsible for the development of Bulgaria’s National Cybersecurity 
Strategy (NCS) and National Network and Information Security Strategy (NNISS).   

On an operational level, Bulgaria’s State Agency for National Security (DANS) is mandated to 
protect strategic communication and information systems from potential cybersecurity incidents, 
and to create a monitoring and incident reaction center. Meanwhile, the Ministry of Electronic 
Governance (MEG) is empowered to:   

• Monitor, coordinate, and facilitate the compliance of all administrative bodies to network
and information security requirements; 

• Maintain a register of essential services operators, digital service providers, and competent
authorities on network and information security, and oversee a register of essential
services; 

• Establish a National Single Point of Contact responsible for coordination of network and
information security issues, and cross-border cooperation issues with the relevant
authorities of other EU member states; and 

• Establish a national Computer Security Incident Response Team (CSIRT).
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APPENDIX 3 

USTDA GRANT AGREEMENT, INCLUDING TERMS OF REFERENCE AND 
MANDATORY CONTRACT CLAUSES 



U.S. TRADE AND DEVELOPMENT AGENCY 

GRANT AGREEMENT 

This Grant Agreement is entered into between the Government of the United States of America, 
acting through the U.S. Trade and Development Agency ("USTDA"), and Information Services 
JSC (the "Grantee"). The Ministry of Electronic Governance (the "Ministry") shall be a joint 
beneficiary of the Activity along with the Grantee. USTDA and the Grantee are each referred to 
herein as a "Party", and collectively as the "Parties". USTDA agrees to provide to the Grantee 
subject to the terms and conditions of this Grant Agreement, one million, three hundred eighty­
two thousand, eight hundred and forty-nine United States Dollars (US$ 1,382,849) ("Grant 
Funds") to fund the cost of services required in connection with the delivery of technical assistance 
(the "Activity") related to the proposed implementation of a National Cybersecurity System for 
civilian administrative authorities (the "Project") in the Republic of Bulgaria (the "Host Country"). 

1. USTDA Grant Funding 

The Grant Funds to be provided by USTDA under this Grant Agreement shall be used to fund the 
costs of a contract between the Grantee and the U.S. firm to be selected by the Grantee (the 
"Contractor") under which the Contractor will perform the Activity (the "Contract"). In no event 
will the amounts contributed by US TOA for the Activity exceed the amount of the Grant Funds. 

2. Terms of Reference 

The terms ofreference for the Activity (the "Terms of Reference") are attached as Annex I to this 
Grant Agreement and will involve a technical roadmap for the implementation of a National 
Cybersecurity System across the Host Country's public administration. The Grantee shall include 
as Annex I to the Contract the Terms of Reference attached hereto as Annex I. 

The Grantee acknowledges and understands that the Contractor's perfonnance of the Activity 
under the Contract must comply with the entirety of the Terms of Reference, and any modification 
of the Terms of Reference set forth in Annex I or deviation from their terms must be approved in 
writing by USTDA in accordance with the procedures for amendments or other modifications 
under the Contract. The Grantee acknowledges and understands that (i) the Contractor will be 
paid in accordance with the payment schedule set forth in the Contract, and will not be eligible for 
payment in respect of work under the Terms of Reference set forth in the Contract that the 
Contractor fails to perform, and (ii) any perfomrnnce by the Contractor of work not included in, 
not in compliance with or inconsistent with the Terms of Reference will be ineligible for approval 
or payment, absent an amendment or other modification in accordance with such procedures. 
Consequently, the Grantee shall not approve any Contractor work performed under the Contract 
that does not comply with or that otherwise is not in accordance with the Terms of Reference set 
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forth in the Contract. The Grantee acknowledges and understands that any failure to obtain prior 
written approval from USTDA for any modifications or deviations from the Terms of Reference 
may result in forfeiture by the Contractor of payment for work performed that is not in compliance 
with the Terms of Reference and/or a significant delay in payment of the final Invoice (as defined 
below). 

3. Standards of Conduct 

USTDA and the Grantee recognize the existence of standards of conduct for public officials and 
commercial entities in their respective countries. Therefore, USTDA and the Grantee shall fully 
comply with all United States and Host Country laws relating to corruption or bribery, and shall 
not directly or indirectly provide, offer or promise to provide money or anything of value to any 
public official in violation of any United States or Host Country laws relating to corruption or 
bribery. 

4. Grantee Responsibilities 

The Grantee shall use its best efforts to (a) promptly reply to notices and other communications, 
requests for information and requests for approvals of Invoices or other documents submitted to 
it by the Contractor or USTDA, (b) provide reasonable support for the Contractor, such as local 
transportation, office space and secretarial support, and (c) promptly notify USTDA in the event 
that the Grantee (i) no longer seeks to pursue the Project or complete the Activity and/or (ii) 
would like to tem1inate this Grant Agreement or the Contract. 

5. Contract Matters and USTDA's Rights as Financier 

(A) Grantee Competitive Selection Procedures 

Selection of the Contractor shall be carried out by the Grantee according to its established 
procedures for the competitive selection of contractors, with advance notice of the procurement 
published online both on the USTDA website and on the SAM.gov website. Upon request, the 
Grantee shall submit these contracting procedures and related documents to USTDA for 
information and/or acceptance. 

(B) USTDA's Right to Object to Contractor Selection 

The Grantee shall notify USTDA at the address of record set forth in Article 15 below upon 
selection of the Contractor to perform the Activity. USTDA shall then review the Grantee's 
selection of Contractor, and if USTDA does not object to Grantee's selection, USTDA shall so 
notify the Grantee by issuing a "no objection" letter. Upon receipt of USTDA's "no objection" 
letter, the Grantee shall (i) notify in writing the selected Contractor that its proposal has been 
accepted by the Grantee, and (ii) notify in writing the U.S. firms that submitted unsuccessful 
proposals to perfonn the Activity that they were not selected. The Grantee shall then use 
commercially reasonable efforts to negotiate a Contract with the Contractor for the performance 
of the Activity. 
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(C) USTDA's Right to Approve Contract Between Grantee and Contractor 

( 1) Contract 

USTDA will provide to the Grantee an electronic copy of USTDA' s standard contract form, and 
the Grantee shall, in conjunction with the Contractor, utilize this standard contract fom1 as the 
basis for drafting the Contract. Once the Contract has been negotiated between the Grantee and 
the Contractor, the Grantee shall transmit to USTDA ( or shall request that the Contractor transmit 
to USTDA on the Grantee's behalf) a final negotiated draft version of the Contract in an editable 
electronic format for USTDA review at the email address set forth in Article 15 below. USTDA 
shall advise the Grantee and the Contractor as to whether the draft Contract is ready for execution, 
on the understanding that USTDA's approval may be contingent upon certain modifications being 
made to the Contract. 

(2) Amendments and Assignments of the Contract 

The Grantee acknowledges and understands that no amendment or other modification to the 
Contract (or any annex to the Contract) shall be valid unless fonnally agreed upon in a written 
instrument signed by the Grantee and the Contractor and approved by USTDA in a signed approval 
letter. The Grantee or the Contractor may submit any proposed amendment or other modification 
to the Contract, including any proposed amendment or other modification to any Contract annex, 
or any proposed assignment of the Contract, to USTDA for review and comment at the address set 
forth in Article 15 below. 

(D) USTDA Not a Party to the Contract 

The Parties understand and agree that USTDA as a financing entity reserves to itself certain rights 
under the Contract, including, but not limited to: (i) the right to approve the terms of the Contract 
and any amendments to the Contract, including assignments, the selection of the Contractor and 
all Subcontractors, the Terms of Reference, the Final Report, and any and all documents related to 
the Contract or any Subcontract funded under this Grant Agreement, (ii) the right to require the 
parties to the Contract to suspend performance of the Terms of Reference upon reasonable prior 
written notice to such parties, and, upon Contractor's receipt of such written notice, any further 
work performed in connection with the Terms of Reference will be at the Contractor's risk, (iii) 
the right to suspend disburse1nents of Grant Funds under Clause 3 of the Contract upon reasonable 
prior written notice to the parties to the Contract, and (iv) the right to demand, upon written notice 
to the Contractor, a refund from the Contractor of an appropriate amount of any Grant Funds that 
have been previously disbursed to the Contractor under Clause 3 of the Contract in the event that 
(a) the Contractor or any Subcontractor fails to comply with the Tenns of Reference or the terms 
and conditions of the Contract (including the Mandatory Contract Clauses attached to the 
Contract), or (b) the Contract and/or the Activity is terminated, and the amount of Grant Funds 
disbursed to the Contractor prior to such tem1ination exceeds the value of the work perfom1ed 
under the Contract in accordance with its tenns, as detennined by USTDA in its sole discretion. 

The Parties further understand and agree that USTDA, in reserving any or all of the foregoing 
rights, has acted solely as a financing entity to ensure the proper use of United States Government 
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funds, and that any decision by USTDA to exercise or refrain from exercising these rights will be 
made as a financier in the course of funding the Activity and will not be construed as making 
USTDA a party to the Contract. The Parties understand and agree that USTDA may, from time to 
time, exercise the foregoing rights, or discuss matters related to these rights and the Project with 
the parties to the Contract or any Subcontract, jointly or separately, without thereby incurring any 
responsibility or liability, in contract, tort or otherwise, to such parties. Any approval or failure to 
approve by USTDA will not bar the Grantee or USTDA from asserting any right that it might have 
against the Contractor, or relieve the Contractor of any liability which the Contractor might 
otherwise have to the Grantee or USTDA. 

The Grantee shall not sue or join any action seeking compensation from, and shall not participate 
in and shall withdraw from any action seeking compensation from, the Government of the United 
States of America, or any of its departments or agencies, arising in connection with the Activity. 

(E) Grant Agreement Controlling 

In the event of any inconsistency or conflict between the terms of this Grant Agreement and the 
terms of the Contract or any Subcontract funded by this Grant Agreement, the terms of this Grant 
Agreement will control. 

(F) Subcontractors and Subcontracts 

For purposes of this Grant Agreement, (a) the term "Subcontractor" means any individual, 
corporation, partnership or other legal entity having a contract, purchase order or other agreement, 
whether written or oral, with the Contractor for the performance of any part of the Activity, and 
(b) the term "Subcontract" means any such contract, purchase order or other agreement entered 
into between the Contractor and a Subcontractor. 

6. Disbursement Procedures 

(A) USTDA Approval of Contract Required 

USTDA will make disbursements of Grant Funds directly to the Contractor only after USTDA 
approves the Grantee's Contract with the Contractor. 

(B) Contractor Invoice Requirements 

For purposes of this Grant Agreement, the term "Invoice" means any invoice submitted (or to be 
submitted) to USTDA by either the Grantee or the Contractor for payment of Grant Funds. The 
Grantee shall not approve any Invoice submitted to it by the Contractor unless such Invoice, and 
all work performed by the Contractor (or any Subcontractor) in connection with such Invoice, 
complies with the Terms of Reference and the Mandatory Contract Clauses. Following review 
and approval by the Grantee of any Invoices submitted by the Contractor under the Contract, the 
Grantee may request disbursement of funds by USTDA to the Contractor for performance of the 
Activity by submitting such approved Invoices in accordance with the procedures set forth in the 
Mandatory Contract Clauses. 
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7. Effective Date 

The effective date of this Grant Agreement (the "Effective Date") shall be the date of signature by 
both Parties or, if the Parties sign on different dates, the date of the last signature. In the event that 
only one signature is dated, such date shall constitute the Effective Date. 

8. Activity Schedule 

(A) Activity Completion Date 

The Parties' estimated completion date for the Activity is set forth in Clause K( 1) of the Mandatory 
Contract Clauses. 

(B) Time Limitation on Disbursement ofUSTDA Grant Funds 

Except as USTDA may otherwise agree, (i) no Grant Funds may be disbursed under this Grant 
Agreement for goods and services which are provided prior to the Effective Date, and (ii) no Grant 
Funds may be disbursed other than during the period set forth in Clause K(2) of the Mandatory 
Contract Clauses. 

9. USTDA Mandatory Contract Clauses 

The USTDA Mandatory Contract Clauses (the "Mandatory Contract Clauses") governing the 
Activity are attached as Annex II to this Grant Agreement. The Grantee shall include the 
Mandatory Contract Clauses as Annex II to the Contract. The Grantee shall use commercially 
reasonable efforts to ensure that the Contractor complies with the Mandatory Contract Clauses in 
all material respects and shall promptly notify USTDA of any breach of the Mandatory Contract 
Clauses on the part of the Contractor of which the Grantee becomes aware. 

10. Nationality, Source and Origin 

Except as USTDA may otherwise agree in writing, the following provisions shall govern the 
delivery of goods and professional services funded by Grant Funds under any Grant Agreement. 

(A) All legal entities who perform any part of the Activity as the Contractor or a 
Subcontractor shall be U.S. Firms. 

(B) All natural persons who perform any part of the Activity as the Contractor or a 
Subcontractor, or as an employee of the Contractor or of a Subcontractor, shall 
be either (i) U.S. citizens, or (ii) non-U.S. citizens lawfully authorized to work, 
or admitted for permanent residence, in the United States. 

(C) Notwithstanding the provisions of Articles (A) and (B) above, up to thirty 
percent (30%) of the Grant Funds may be used to pay for work performed in 
connection with the Activity by: 

5 



( 1) any Subcontractor organized under the laws of either (i) the Host Country 
or (ii) any Target Country; and 

(2) any natural person working as (a) a Subcontractor, or (b) an employee of 
the Contractor or of a Subcontractor, as long as such natural person is 
either (i) a citizen of the Host Country or a Target Country, or (ii) lawfully 
authorized to work, or admitted for pem1anent residence, in the Host 
Country or a Target Country. 

(D) Except for goods and services incidental to Activity support (e.g., local lodging, 
food and transportation in the Host Country or a Target Country), goods 
purchased for the perfonnance of the Activity and associated delivery services 
(e.g., international transportation and insurance) shall have their nationality, 
source and origin in the United States. 

(E) "U.S. Firm" means either (1) or (2) below. 

( 1) A private-sector for-profit legal entity or partnership organized under the 
laws of the United States, with its principal place of business in the 
United States, and which satisfies either (a) or (b) below. 

(a) It is more than fifty percent (50%) owned or controlled by (i) U.S. 
citizens, (ii) non-U.S. citizens lawfully authorized to work, or admitted 
for pennanent residence, in the United States, or (iii) any combination 
of (i) and (ii) of this sentence. 

(b) It (i) has been organized under the laws of the United States for more 
than three years prior to either (x) the date on which the initial proposal 
in respect of the Activity is received by USTDA, or (y) the date on which 
the Contractor submits its bid in response to USTDA's request for 
proposals in connection with the Activity, as applicable, (ii) has 
performed similar services in the United States for such three- year 
period, (iii) employs U.S. citizens in more than half ofits permanent full­
time positions in the U.S., and (iv) has the existing capability in the 
United States to perform the work in question. 

(2) A nonprofit organization that is organized under the laws of the United 
States and managed by a governing body, a majority of whose members 
are (i) U.S. citizens, (ii) non-U.S. citizens lawfully authorized to work, 
or admitted for pennanent residence, in the United States, or (iii) any 
combination of (i) and (ii) of this sentence. 

(F) "Target Country" means a country, other than the Host Country, (i) that is an integral part 
of the Project's scope and (ii) whose local labor is required for work to be perfonned in 
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connection with the Activity. A Project may have one or more Target Countries. 

11. Taxes 

The Grant Funds provided under this Grant Agreement shall not be used to pay any taxes, tariffs, 
duties, fees or other levies imposed under laws in effect in the Host Country, except for taxes of a 
de minimis nature imposed on local lodging, food, transportation or airport arrivals or departures 
or individual income taxes assessed on local Host Country staff ("Accepted Taxes"). The Grantee 
may not seek reimbursement from USTDA for any such taxes, tariffs, duties, fees or other levies, 
other than the Accepted Taxes, to the extent that the amounts of such Accepted Taxes are included 
on expense receipts maintained by the Contractor in accordance with Clause D of the Mandatory 
Contract Clauses. 

12. USTDA Project Evaluation 

The Parties shall cooperate to ensure that the purposes of this Grant Agreement are accomplished. 
For five (5) years following receipt by USTDA of the Final Report (the "Evaluation Period"), the 
Grantee agrees to respond to any reasonable inquiries from USTDA about the status of the Project. 
Inquiries may include, but are not limited to, (a) whether the Final Report recommendations have 
been or will be used to implement the Project, (b) the anticipated Project implementation timeline, 
(c) the likely sources of financing for the Project, and (d) the sources of procurements supporting 
implementation of the Project. In addition, the Grantee agrees to notify USTDA any time the 
Grantee selects a new primary contact person for the Project during the Evaluation Period. 

13. Grantee Recordkeeping and Audit 

The Grantee agrees to maintain books, records and other documents relating to the Activity, the 
Contract and this Grant Agreement adequate to demonstrate implementation of its responsibilities 
under this Grant Agreement and the Contract, including the selection of the Contractor and 
Subcontractors, receipt and approval of Contract deliverables and approval or disapproval of 
Invoices for payment by USTDA. Such books, records and other documents shall be separately 
maintained for a period of three (3) years after the date of the final disbursement by USTDA. The 
Grantee shall afford USTDA or its authorized representatives the opportunity at reasonable times 
to review such books, records and other documents relating to the Activity, the Contract and this 
Grant Agreement, 

14. Representation of Parties 

For all purposes relevant to this Grant Agreement, the Government of the United States of America 
will be represented by the U.S. Ambassador to the Host Country or USTDA, and the Grantee will 
be represented by its CEO at the address ofrecord set forth in Article 15 below. The Parties may, 
by written notice to the other Party, designate additional representatives for all purposes under this 
Grant Agreement. 
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15. Addresses of Record for Parties 

Any notice, request, document or other communication submitted by either Party to the other under 
this Grant Agreement shall be in writing or sent through an electronic medium that produces a 
tangible record of the transmission, such as an email message, and will be deemed duly given or 
sent when delivered to such Party at the following address of record, as applicable: 

(A) For the Grantee: 

To: Simeon Kartselyanski 
Information Services JSC 

Title: Mr. 
Address: 2 Panayot Volov Str. 

1504 Sofia 
Bulgaria 

Phone: +359 877 469 169 
Email: ncs@is-bg.net 

(B) For USTDA: 

To: U.S. Trade and Development Agency 
Address: 1101 Wilson Boulevard, Suite 1100 

Arlington, VA 22209-2275 
USA 

Phone: (703) 875-4357 
Email: MENA Euroge(a),ustda.gov 

All such communications shall be in the English language, unless the Parties otherwise agree in 
writing. In addition, the Grantee shall provide the Commercial or Economic Section of the U.S. 
Embassy in the Host Country with a copy of each notice, request, document or other 
communication sent to USTDA. 

Any communication relating to this Grant Agreement shall include the following fiscal data: 

Appropriation No.: 
Activity No.: 
Reservation No.: 
Grant No.: 

16. Implementation Letters 

11 25/26 1001 
2025-21004A 
2025043 
l 131PL25GH21043 

To assist the Grantee and the Contractor in the efficient performance of the Activity, USTDA may 
from time to time issue one or more implementation letters ("Implementation Letters") to provide 
additional, modified or updated information about matters covered by this Grant Agreement and/or 
to make modifications or clarifications to the terms and provisions herein (any such information 
or modification, as applicable, a "Change"). Without limiting the generality of the foregoing, 
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USTDA may issue Implementation Letters containing one or more Changes, among other reasons, 
to: (a) extend the estimated completion date set forth in Clause K(l) in Annex II, (b) extend the 
availability period of Grant Funds set forth in Clause K(2) in Annex II, ( c) update the fiscal data 
set forth in Article 15, (d) update a Party's address ofrecord or point of contact, (e) make non­
material modifications or clarifications to the Terms of Reference, (f) grant conditional waivers 
pursuant to Article 19, and (g) correct scrivener's errors. Notwithstanding the provisions of Article 
17, upon receipt of an Implementation Letter from USTDA, if and to the extent the Grantee assents 
to the Change set forth in such Implementation Letter, the Grantee shall promptly notify USTDA 
of such assent by email in accordance with Article 15, and such Change will be deemed 
incorporated into the terms and provisions of this Grant Agreement without the need for any further 
action by either Pmty. The Parties may also use jointly agreed upon Implementation Letters, 
executed by each Party, to confirm, clarify, modify and/or record their mutual understanding of 
matters covered by this Grant Agreement. 

17. Amendment; Assignment; Binding Effect; Change of Control 

(A) Either Party may submit to the other Party at any time a proposed amendment to this Grant 
Agreement (including Annex I and Annex II). Any proposed amendment to this Grant Agreement 
will be effective only if it has been signed by both Parties. Any proposed assignment of this Grant 
Agreement must be approved by both Parties in writing in order to be effective. This Grant 
Agreement will be binding upon and inure to the benefit of the Parties and their respective 
successors and assigns permitted under this Article 17. 

(B) For purposes of this Grant Agreement, the term "Change of Control" means the occurrence 
of any one or more of the following: (i) the accumulation, whether directly, indirectly, beneficially 
or ofrecord, by any person, legal entity or group, of fifty percent (50%) or more of the shares of 
the outstanding equity securities of the Grantee, (ii) a merger, consolidation or reorganization of 
the Grantee in which the Grantee does not survive as an independent legal entity or upon the 
consummation of which the holders of the Grantee's outstanding equity ownership interests prior 
to such merger, consolidation or reorganization own less than 50% of the outstanding equity 
ownership interests of the Grantee after such merger, consolidation or reorganization, or (iii) a sale 
of all or substantially all of the assets of the Grantee. The Grantee shall provide USTDA with 
written notice of any anticipated Change of Control of the Grantee prior to the effective date of 
such Change of Control, which notice must identify (i) the person(s) and/or legal entity (or entities) 
that are gaining control or ownership over the Grantee, and (ii) the person(s) and/or legal entity 
(or entities) that are losing control or ownership over the Grantee. The Grantee acknowledges and 
agrees that, in order for the Activity to continue following any Change of Control, any legal entity 
(or entities) that are gaining control or ownership over the Grantee must satisfy USTDA's due 
diligence guidelines. 

18. Termination 

(A) Tennination Events 

Either Party may terminate this Grant Agreement at any time by giving the other Party prior written 
notice thereof. Notwithstanding the foregoing provision, if the U.S. Office of Foreign Assets 
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Control determines that either of the Grantee or the government of the Host Country has acted in 
violation of any sanctions laws or executive orders established by the United States Government, 
this Grant Agreement will terminate following such detennination without the need for any further 
action or notice on the paii of either Party unless USTDA delivers written notice to the Grantee 
that this Grant Agreement will remain in full force and effect. If the Grantee becomes aware of 
any such violation or determination, the Grantee shall notify USTDA in writing within one (1) 
business day thereafter. 

(B) Effect of Termination 

The termination of this Grant Agreement will end any obligations of the Parties to provide financial 
or other resources for the Activity (including, without limitation, any obligation of USTDA to 
provide the Grant Funds), except for payments that may be made by USTDA to the Contractor, if 
any, pursuant to Clause H of the Mandatory Contract Clauses set forth in Annex II to this Grant 
Agreement. This Article and Articles 5, 11, 12, 13, and 20 of this Grant Agreement shall survive 
tennination of this Grant Agreement. 

19. Waiver 

No obligation, condition or other provision of this Grant Agreement may be modified, waived or 
discharged unless such modification, waiver or discharge (collectively, a "Waiver") is agreed to 
in writing and signed by the Party entitled to enforce such obligation, condition or other provision. 
Any such Waiver will be effective only to the extent expressly specified therein. No Waiver by 
either Party of any breach of, or of compliance with, any condition or provision of this Grant 
Agreement by the other Party will be considered a Waiver of any other condition or provision or 
a Waiver of the same condition or provision at another time. The rights and remedies of the Parties 
under this Grant Agreement are (a) not limited to the rights and remedies expressly set forth in this 
Grant Agreement and are in addition to all other rights and remedies available to the Parties under 
applicable law, and (b) not exclusive and may be exercised without precluding the future exercise 
by a Party of any other such rights and remedies. Neither the failure nor any delay by any Party 
in exercising any right, power or privilege under this Grant Agreement will operate as a Waiver of 
such right, power or privilege. 

20. U.S. Technology and Equipment 

By funding the Activity, USTDA seeks to promote the Project objectives of the Host Country 
through the use of U.S. technology, goods and services. In recognition of this purpose, the Grantee 
agrees that it will allow U.S. suppliers to compete in the procurement of technology, goods and 
services needed for Project implementation. 

21. Governing Law 

This Grant Agreement is governed by, and construed in accordance with, the applicable laws of 
the United States of America. In the absence of applicable federal law, the laws of the State of 
New York shall apply, without giving effect to any choice or conflict of law provision or rule that 
would cause the application of the laws of another jurisdiction. 
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22. Counterparts; Language 

This Grant Agreement may be executed in counterparts, each of which shall be deemed an original, 
but all of which together shall constitute one and the same Grant Agreement. Counterparts may 
be delivered via email or other transmission method and any counterpart so delivered shall be 
deemed to be valid and effective for all purposes. This Grant Agreement may be executed in two 
or more languages, but in the event of any conflict or inconsistency between the English language 
version of this Grant Agreement and any other version, the English language version of this Grant 
Agreement will control. 

[THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK] 
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Annex I 

Terms of Reference 

These terms of reference ("Terms of Reference") in this Annex I set forth the terms, conditions, 
provisions and specifications for the performance of technical assistance (the "Activity") for the 
benefit oflnformation Services JSC (the "Client") to support expansion of the Client's security 
operations center (the "Project") in the Republic of Bulgaria (the "Host Country"). The Ministry 
of Electronic Governance (the "Ministry") shall be a joint beneficiary of the Activity along with 
the Client. The Client and the Ministry shall fully cooperate with and provide support for the 
Activity.~----------~ (the "Contractor") shall perform the Activity in 
accordance with these Terms of Reference and the other terms and provisions of this Contract 
between the Contractor and the Client. 

The goal of the Activity is to assist the Client with a review of its current security operations 
center ("SOC") operating model and establishment of a roadmap to scale up its operations as it 
assumes responsibility for serving additional administrative authorities. The Activity will also 
guide the Ministry with respect to implementation of a National Cybersecurity System ("NCS") 
for civilian administrative authorities. The Activity will assist the Ministry in creating the NCS 
architecture, improving its policy guidance and auditing mechanisms, and strengthening its 
procurement oversight practices. 

The Contractor's performance of the Activity must comply with the entirety of these Tenns of 
Reference, and any modification of or deviation from these Terms of Reference must be 
approved in writing by USTDA in accordance with the procedures for amendments or other 
modifications under this Contract. The Contractor acknowledges and agrees that (i) the 
Contractor will be paid in accordance with the payment schedule set forth in this Contract and 
will not be eligible for payment in respect of work under these Terms of Reference that the 
Contractor fails to perform, (ii) any performance by the Contractor of work not included in, not 
in compliance with or inconsistent with these Terms of Reference will be ineligible for approval 
or payment, absent an amendment or other modification in accordance with such procedures, and 
(iii) failure to obtain prior written approval from USTDA for any amendment to, modification of 
or deviation from these Terms of Reference may result in forfeiture of payment for work 
performed that is not in compliance with these Terms of Reference and/or a significant delay in 
payment of the final invoice (the foregoing subclauses (i) through (iii) collectively, the 
"Performance Requirements"). As used in these Terms of Reference, the word "include" along 
with its variants (e.g., "included", "including") will be interpreted to mean "include, without 
limitation" or equivalent expression. 

All data collected, designs made, analyses produced and/or other work completed by the 
Contractor in the performance of each task ("Task") and subtask ("Subtask") under these Tem1s 
of Reference must be documented by the Contractor in written reports in order to constitute a 
deliverable ("Deliverable"), as further described below under each Task and Subtask, as 
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applicable. The Contractor shall use its best efforts to verify any information provided by the 
Client and the Ministry. The Contractor shall include each such Deliverable as a stand-alone 
chapter in the Final Report (as defined below). 

The Contractor shall provide the Client and the Ministry with a draft version of the Deliverable 
for all Task(s) for review and comment. The Client and Ministry shall provide comments, if any, 
on such draft Deliverable within fourteen (14) calendar days following receipt of such 
Deliverable. The Contractor shall incorporate the comments from the Client or the Ministry, to 
the extent possible, and issue a final Deliverable in connection with such Task within fourteen 
(14) calendar days following receipt of all comments from the Client and the Ministry. By 
submitting the Deliverable for a given Task to the Client and the Ministry, the Contractor 
acknowledges to USTDA that it has read and understood the Performance Requirements. 

Any meetings or other actions or work set forth under these Terms of Reference that are 
indicated to occur in-person, on-site or otherwise in a specified location may, if agreed by both 
the Client and the Contractor (and with advance notice to and written agreement from USTDA), 
be conducted remotely, including online, by teleconference, by videoconference or by other 
means; provided, however, that the Contractor shall clearly document in the corresponding 
Deliverable the date on which such agreement was reached and approved by USTDA, and shall 
describe the alternative means of accomplishing the relevant work, along with the rationale for 
such decision. Further, if the Client and the Contractor propose to apply such a change only to 
part of any Task or Subtask (i.e., to change portions of a Task or Subtask from in-person work to 
a remote work, while maintaining other portions of such Task or Subtask as in-person work, 
including the division of a Task or Subtask into multiple Tasks or Subtasks in order to separate 
remote work from in-person work), then: (i) the Client and/or the Contractor shall notify USTDA 
in advance of such a proposal, and USTDA may, in its sole discretion, approve of such proposal 
and formalize the proposed modification through an Implementation Letter (as defined in Clause 
B(3)) to this Contract, and (ii) USTDA may, in its sole discretion, modify the payment schedule 
under Clause 3 of this Contract in order to separate such remote and in-person work into separate 
payments and reflect such modification of Tasks and Subtasks, as applicable, through an 
Implementation Letter to this Contract. Notwithstanding the foregoing under this paragraph, 
USTDA reserves the right to make any appropriate adjustments to the total amount of Grant 
Funds (and therefore the value of the payments made by USTDA pursuant to the Contract) that 
may result from any such modifications. 

Task 1: Kickoff Meeting and Work Plan Finalization 

Subtask I. I: Initial Research 

The Contractor shall collect and review relevant technical, commercial, financial, and 
environmental data related to the Project. The Contractor shall organize the information provided 
by the Client and the Ministry, perform secondary research to gather any additional information 
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necessary to provide background to the Activity and analyze all the information collected. This 
information must include, without limitation: 

• All relevant laws and regulations pertaining to e-government and cybersecurity in the 
Host Count1y, including: 

o The Cybersecurity Act (published in the National Gazette, issue No. 94 of 
November 13, 2018, as amended); 

o The Electronic Government Act (published in the National Gazette, issue No. 46 
of June 12, 2007, as amended); 

o The Electronic Communications Act (published in the National Gazette, issue No. 
41 of May 22, 2007, as amended); 

o The Ordinance on Minimum Requirements for Network and Information Security 
(Council of Ministers Decree No. 186 of July 26, 2019); 

• Information regarding funding available for cybersecurity investments through the 
European Union Program for Research, Innovation and Digitalization for Smart 
Transformation, including the priority actions identified by the Ministry and other 
ministries; 

• Information about the Ministry's current vision and strategy for cybersecurity in the Host 
Country; 

• Infonnation about the Ministry's current legal authorities, organizational structure, 
budgetary resources, and human resources; 

• The Ministry's processes and procedures for cyber audits and procurement reviews, 
including all checklists and questiomiaires used for internal review; 

• Information about the Ministry's most significant challenges and capacity gaps; 
• Information about the Client's vision and strategy for its cybersecurity service offerings, 

organizational structure, financial resources, and human resources; 
• Information about the Client's current cybersecurity capabilities, platforms, and tools, as 

well as its standard operating procedures and operational playbooks for various types of 
cybersecurity incidents; and 

• Information about the Executive Agency for Electronic Governance Infrastructure's 
current cybersecurity capabilities, platforms, and tools, as well as its standard operating 
procedures, operational playbooks, organizational structure, financial resources, and 
human resources. 

Subtask 1.2: Work Plan 

The Contractor shall develop a detailed work plan ("Work Plan") for the execution of the 
Activity. The Work Plan must include, without limitation: 

• Scope and objectives; 
• Approach and methodology; 
• Requirements and dependencies; 
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• Deliverables and anticipated results; 

• Contractor team members for the Activity; 
• Task management milestones; 

• Delivery of work-in-progress status reports; 
• Delivery execution schedule; 

• Timing and duration of Contractor travel to the Host Country; 

• Risk management and escalation; 

• Task report delivery process; and 
• Invoice presentation and delivery process. 

The Contractor shall identify any potential risks to the successful delivery of the Activity on 
schedule and develop a mitigation strategy for each identified risk. 

Subtask 1.3: Kickoff Meeting 

The Contractor shall arrange and conduct a Kickoff meeting with the Client and the Ministry, 
either in-person at the Client's main offices (or another mutually agreed upon location in the 
Host Country), or remotely via video conference or similar means (the "Kickoff Meeting"). 
Participants for the Kickoff Meeting must include representatives (collectively, the "Intemal 
Stakeholders") from the Contractor, the Ministry (at minimum, the Minister of Electronic 
Governance, the Deputy Minister of Electronic Governance, and the Director of Network and 
Infonnation Systems) and the Client (at minimum, the Chief Executive Officer, the Chief 
Technology Officer, and the Director of Security Operations). The Client may, at its discretion, 
invite other relevant participants to the Kickoff Meeting. The Contractor shall coordinate with 
the Client on relevant topics to be discussed during the Kickoff Meeting. During the Kickoff 
Meeting, the Contractor shall, at a minimum: 

• Provide an agenda and any relevant handouts and presentation materials for all meeting 
attendees; 

• Facilitate discussion and take meeting minutes; 
• Introduce its team: 
• Review communication procedures and contact inforn1ation; 
• Review the Tasks to be performed under these Terms of Reference, the objectives of the 

Activity, the Deliverables and other contractual obligations; 

• Review and present the Contractor's Work Plan and schedule for the Activity; 
• Review the Client and Contractor roles and responsibilities with respect to the Activity; 
• Clarify any technical, environmental, commercial, financial, legal and/or regulatory 

issues identified during the Contractor's initial research and document review; and 
• Confirm the Client's short- and long-tenn objectives for the Project. 
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The Client shall provide (at its own expense) the venue, audiovisual and any other required 
equipment and any meals, snacks and refreshments for the Kickoff Meeting. The Client shall 
invite the meeting participants, and the Contractor shall manage the participant registration 
process. The Contractor shall maintain presentation records from the Kickoff Meeting, including 
the agenda, presentation materials and a list of all participants. 

Following the Kickoff Meeting and taking into account any additional infmmation obtained 
during the Kickoff Meeting, the Contractor shall submit the proposed Work Plan to the Client 
and the Ministry for review and approval. Within fourteen (14) calendar days following receipt 
by the Client and the Ministry of the Contractor's proposed Work Plan, the Client and the 
Ministry shall review and either (i) approve the Work Plan, or (ii) provide comments to the 
Contractor on the Work Plan. In the event that the Client or the Ministry provides comments to 
the Contractor on the Work Plan, the Contractor shall revise the Work Plan in accordance with 
the comments and submit an updated version of the proposed Work Plan to the Client and the 
Ministry for review and approval. From and after receipt of the updated Work Plan, the Client 
and the Ministry will have an additional within fourteen (14) calendar day period to review the 
updated Work Plan. This process will continue in an iterative manner until the Client and the 
Ministry approve the Work Plan. 

Task 1 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: copies of all initial research and data gathered under Task 1, 
the minutes of the Kickoff Meeting and the approved Work Plan. 

Task 2: National Cybersecurity System Plan 

The Contractor shall assist the Ministry with development of documentation describing a 
National Cybersecurity System ("NCS") for all administrative authorities, essential service 
operators, and digital service operators whose networks and infom1ation systems are subject to 
the provisions of the Cybersecurity Act (the "Covered Entities"). The NCS shall be an integrated 
system of policy measures, operational measures, and information-sharing measures aimed at 

securing the information and communication technologies ("!CT") infrastructure of the Covered 
Entities. The NCS shall provide for the designation of the security operations center ("SOC") 
operated by the Client as a national SOC which shall offer managed SOC services to certain 
Covered Entities as described in Subtask 2.1. While performing Task 2, the Contractor shall 
confer regularly with the Ministry to ensure that the NCS documentation is aligned with the 
Ministry's vision and policy objectives. 

Subtask 2.1: NCS Architecture 
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The Contractor shall produce textual, schematic, graphical, and/or process flow documentation, 
as appropriate, explaining the architecture of the NCS (the "NCS Architecture"). The NCS 
Architecture shall include the following components: 

• A standard set of detailed network and information security measures ("NISMs") 
pursuant to Article 3 of the Cybersecurity Act. The Contractor shall review the current 
Ordinance on Minimum Requirements for Network and Infonnation Security (Council of 
Ministers Decree No. 186 of 26 July 2019, as amended, "OMRNIS"), which establishes 
the existing set of NISMs, and recommend amendments to OMRNIS as appropriate. The 
Contractor shall ensure the recommended NISMs are comprehensive in nature and are 
inclusive of: 

o Policy measures, such as: 
11 Identity and access management policies; 
11 Patch management policies; 
11 Acceptable use policies; 
• Data classification and privacy policies; 
11 Vendor security audit policies; 
11 Logging and monitoring policies; 
11 Incident response and disaster recovery policies; and 
11 Policies for establishing security requirements during ICT procurements. 

o Information technology operations and maintenance measures, such as; 
11 Procuring ICT solutions from trusted vendors known to offer secure 

products; 
• Ensuring timely patching and software updates; 
• Configuring infrastructure and applications according to cybersecurity 

best practices; and 
• Utilization of outsourced/shared services; 

o Security operations measures, such as: 
• Threat intelligence analysis; 
• Telemetry collection and logging; 
• User and entity behavior analysis; 
• Security information and event management; 

• Security orchestration, automation, and response; 
• Extended detection and response; and 
• Incident recovery; 

o Training and human capital measures, such as: 
• User awareness training; 
11 ICT security standards training for procurement officers; and 
• Simulated phishing and red teaming; 

• A framework for determining which NISMs must be implemented by the Covered 
Entities, and recommended timelines for implementation, to the extent that the Ministry 
and Contractor concur that certain NISMs will apply to only a subset of Covered Entities. 
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The Contractor shall recommend amendments to OMRNIS, as appropriate, to implement 
this framework. The framework shall consider factors, such as: 

o Type of Covered Entity ( e.g., administrative authority, essential service operator, 
or digital service operator); 

o The size of the Covered Entity; 
o The Covered Entity's level of control over sensitive user information, as 

characterized by the traffic light protocol established in Annex 2 of OMRNIS; and 
o Severity of negative impacts to the public or effective functioning of public 

administration in the event of a cyberattack on the Covered Entity; 
• A framework identifying the roles and responsibilities of the Ministry of e-Govemment, 

the National computer security incident response team, the sectoral computer security 
incident response teams, the Executive Agency for Electronic Governance Infrastructure, 
the National Cybersecurity Coordinator, and other private SOCs in the Host Country with 
respect to collection, analysis, and sharing of cybersecurity threat intelligence; 

• A framework for national SOC shared services provision by the Client, including draft 
policy language (including amendments to OMRNIS, if appropriate) directing certain 
administrative authorities to utilize shared services from the national SOC if they cannot 
fulfil their NISM requirements in-house; and 

• A prioritization methodology for determining the order in which certain administrative 
authorities, as applicable, shall have their security operations migrated to the national 
soc. 

Subtask 2.2: NISM Compliance Plan 

The Contractor shall develop recommendations for guiding the Ministry in executing its audit 
and enforcement authority with respect to Covered Entities pursuant to OMRNIS and other 
applicable law and policy (the "NISM Compliance Plan"). The NISM Compliance Plan shall 
include: 

• An analysis of the policies, procedures, documentation, and staffing necessary for the 
Ministry to perform its audit and enforcement functions as envisioned in the NCS 
Architecture (including the updated OMRNIS policy); 

• A review of the Ministry's current NISM audit and enforcement policies and practices, 
including a gap analysis identifying any areas where the Ministry's current capabilities 
are insufficient to allow it to perform its functions as envisioned in the NCS Architecture 
(including the updated OMRNIS policy); 

• Updated guidelines, checklists, and other documentation, as appropriate, to be used by 
the Ministry's staff when auditing Covered Entities for compliance with their NISM 
requirements per the updated OMRNIS policy; and 

• Recommended auditing and enforcement procedures, such as audit cadence, audit 
prioritization methodology given limited resources, remediation procedures for 
noncompliant Covered Entities, and ongoing compliance monitoring. The Contractor 
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shall recommend methods and/or technology solutions for automating audit procedures 
where possible. 

The Contractor shall also produce documentation intended for dissemination to Covered Entities 
explaining the updated NISM compliance requirements, as applicable, as well as how to 
successfully meet those requirements. 

Task 2 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the NCS Architecture and NISM Compliance Plan. 

Task 3: Cybersecurity Procurement Oversight Plan 

The Contractor shall create a plan to guide the Ministry in performing oversight of cybersecurity­
related procurements conducted by Covered Entities utilizing funding from the European Union 
Program for Research, Innovation and Digitalization for Smart Transformation, and all other 
cybersecurity-related procurements subject to the Ministry's authority (the "Cybersecurity 
Procurement Oversight Plan"). The Contractor shall review the Ministry's cun-ent policies, 
procedures, documentation, and staffing assignments for oversight of cybersecurity-related 
procurements and recommend changes as necessary to implement the Cybersecurity 
Procurement Oversight Plan. 

The Cybersecurity Procurement Oversight Plan shall include guidance and documentation for 
evaluating project plans received by the Ministry based on factors which may include, without 
limitation: 

• Whether or not the procurement helps the Covered Entity achieve compliance with 
OMRNIS requirements; 

• The technical soundness of the procurement; 

• The priority afforded to the procurement relative to other requests based on the urgency 
of the cybersecurity risk being addressed by the procurement; 

• Whether or not the procurement is being conducted on a best-value basis and will 
consider total cost of ownership; 

• Whether or not the procurement is being conducted openly and transparently to attract the 
widest range of vendors; 

• Whether or not the procurement is duplicative or redundant given the availability of 
equivalent shared services; and 

• Whether or not the procurement opportunity is limited to trusted vendors offering secure 
solutions. 
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Task 3 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the Cybersecurity Procurement Oversight Plan. 

Task 4: National Cybersecurity System Workshop 

The Contractor shall hold a workshop with the Ministry to present the draft NCS Architecture 
and procurement oversight guidelines to key stakeholders in the Host Country and provide 
guidance for complying with all updated NISM policies and requirements, as applicable (the 
"National Cybersecurity System Workshop"). The Client shall approve the final deliverables for 
Task 2 and Task 3 prior to the implementation of the National Cybersecurity System Workshop. 

Subtask4.1: WorkshopPlan 

The Contractor shall work with the Client and the Ministry to identify the location of, and plan 
logistics for, the National Cybersecurity System Workshop. The site selected shall be capable of 
accommodating approximately fifty (50) attendees. The Contractor shall work with the Client 
and the Ministry to determine a date, duration, and agenda for the National Cybersecurity System 
Workshop. After consulting with the Client and the Ministry, the Contractor shall develop a plan 
for the National Cybersecurity System Workshop (the "Workshop Plan"), which shall include, 
without limitation: 

• A list of participants; 
• Plans for structured discussions, breakouts, and working sessions; 

• A schedule; 
• Site identification and logistics; 

• Presentation materials; and 
• Information to be included in post-workshop reporting. 

Subtask 4.2: Workshop Implementation 

The Contractor shall conduct the National Cybersecurity System Workshop in accordance with 
the Workshop Plan. The Client shall provide, at its own expense, the venue, audiovisual and any 
other required equipment, and any meals and refreshments for the National Cybersecurity 
System Workshop. The Contractor shall maintain records from the National Cybersecurity 
System Workshop, including the agenda, presentation materials, meeting minutes, and a list of 
all participants. 

Subtask 4.3: Workshop Report 

Annex I-9 



After the conclusion of the National Cybersecurity System Workshop, the Contractor shall 
produce a report (the "Workshop Report") which shall include the agenda, presentation 
materials, meeting minutes, and a list of all paiiicipants. The Workshop Report shall also include 
a summary of major findings and outputs. If, during the National Cybersecurity System 
Workshop, the Ministry determines that feedback from any key stakeholders warrants amending 
the deliverables for Task 2 and Task 3, the Workshop Report shall include a detailed list of those 
changes. 

Subtask 4.4: Revisions to NCS Architecture Cybersecurity Procurement Oversight Plan 

After completing Subtasks 4.1, 4.2, and 4.3, the Contractor shall submit revised Task 2 and Task 
3 deliverables representing any revisions requested by the Client, if applicable. 

Task 4 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the Workshop Plan, the Workshop Report, and, if applicable, 
revised versions of the NCS Architecture and Cybersecurity Procurement Oversight Plan. 

Task 5: SOC Current State Assessment 

The Contractor shall assess the current state of the SOC operated by the Client (the "SOC 
Current State Assessment"). The SOC Current State Assessment shall include an Organizational 
and Process Assessment and a Technology Assessment. 

Subtask 5.1: Organizational and Process Assessment 

The Contractor shall conduct an assessment of the Client's current SOC operating model, 
governance structure, processes, and performance metrics to understand its cun-ent 
organizational state (the "Organizational Assessment"). 

To inform the Organizational and Process Assessment, the Contractor shall collect and review 

relevant information provided by the Client, perform secondary research to gather any additional 
background information for the Activity, and analyze all the information collected. The 
Technology Assessment shall include assessment of the following areas, without limitation: 

• Organizational structure; 
• Operating model (how work is performed across the organization, including strategy, 

structure, people, processes, technology); 
• Governance (management structure and functions); 
• Roles and reponsibilities (internal and external); 
• Human resources, hiring, and training processes; 
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• Reporting system and performance metrics; 
• Business processes; 
• Security operations processes, including playbooks and incident response plans; and 
• Service lines, service level agreements, and pricing, including a benchmarking analysis 

comparing the Client's SOC service delivery and pricing against other managed SOC 
providers in the Host Country and surrounding region. 

After reviewing in the infonnation provided by the Client, the Contractor shall identify any areas 
where the current SOC operational structure and processes are not aligned with global best 
practices or are not competitive with other managed SOC providers in the Host Countiy or 
surrounding region. 

Subtask 5.2: Technology Assessment 

The Contractor shall conduct an assessment of Client's current SOC technology tools and 
platforms, including a gap analysis and areas for technological improvements (the "Technology 
Assessment"). 

To inform the Technology Assessment, the Contractor shall collect and review relevant 
information provided by the Client, perform secondary research to gather any additional 
information necessary to provide background to the Activity and analyze all the information 
collected. The Technology Assessment shall include, without limitation: 

• An assessment of the Client's current cybersecurity tools, including but not limited to: 
o security information and event management; 
o security orchestration, automation, and response; 
o extended detection and response; 
o firewall; 
o denial-of-service attack prevention; 
o threat intelligence; and 
o ticketing and log management; 

• An assessment of the current threat landscape facing the Client and its main customers; 
and 

• A gap analysis identifying any areas where the current technology tools and platforms are 
not sufficient to deliver a leading-edge SOC capability. 

Task 5 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the Organizational and Process Assessment and the 
Technology Assessment. 
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Task 6: SOC Roadmap 

The Contractor shall produce a roadmap to guide the Client in preparing its SOC to serve an 
increased number of administrative authorities under various growth scenarios (the "SOC 
Roadmap"). Informed by the findings of Task 4, the SOC Roadmap shall include analysis of: 

• How the Client would need to scale up its cybersecurity technology platfonns to serve 
more administrative authorities, including how licensing costs increase with increased 
scale; 

• How the Client would need to scale up its staff to serve more administrative authorities, 
including the appropriate skill levels for the additional required staff and any areas where 
automation can be used to reduce staffing needs; 

• Changes to the Client's SOC organizational structure, governance, human resources, 
training, and security operations procedures that would be needed to serve more 
administrative authorities, if necessary; and 

• Changes to the Client's procurement and vendor evaluation processes, if necessary. 

The Contractor shall produce the analysis described above for at least three scenarios: a low­
growth scenario, a medium-growth scenario, and a high-growth scenario. For each scenario, the 
Contractor shall specify assumptions such as log data ingestion rate, endpoints monitored, and 
security incident rate. 

Task 6 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the SOC Roadmap. 

Task 7: Legal and Regulatory Assessment 

The Contractor shall assess the regulatory and legal framework for the Client's implementation 
of the Project and the Ministry's implementation of the NCS in the Host Country ("Legal and 
Regulatory Assessment"). The Contractor shall identify and evaluate all legal and regulatory 
requirements that apply to or may impact, positively or negatively, the implementation of the 
Project and the NCS. The Contractor shall also review any pending or potential regulatory 
actions that may affect Project or NCS implementation. If aspects of the Project or NCS are not 
compliant with any provisions of the Legal and Regulatory Framework, the Contractor shall 
identify methods to achieve compliance. 

The Contractor shall review national strategies, current and proposed regulations, legal 
frameworks, foreign participation regulations, and any other relevant regulatory issues that may 
have a material impact on the Project or NCS. 
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Without limiting the generality of the foregoing, the Legal and Regulatory Assessment must 
cover, at a minimum: 

• The Cybersecurity Act (published in the National Gazette, issue No. 94 of November 13, 
2018, as amended); 

• The Electronic Government Act (published in the National Gazette, issue No. 46 of June 
12, 2007, as amended); 

• The Electronic Communications Act (published in the National Gazette, issue No. 41 of 
May 22, 2007, as amended); 

• The Ordinance on Minimum Requirements for Network and Infonnation Security 
(Council of Ministers Decree No. 186 of July 26, 2019); 

• The Ordinance on General Requirements for Information Systems, Registers and 
Electronic Administrative Services (Council of Ministers Decree No. 3 of January 9, 
2017, as amended) 

• European Union law and regulation relevant to cybersecurity and data protection; 
• Host Country laws, regulations and policies concerning privacy and data protection; and 
• Host Country laws, regulations and policies concerning public procurement of digital 

solutions. 

Task 7 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in com1ection with this 
Task, including but not limited to: the Legal and Regulatory Assessment. 

Task 8: Preliminary Environmental and Social Impact Assessment 

The Contractor shall develop a preliminary environmental and social impact assessment (the 
"PESIA''). The PESIA must include a preliminary review of the Project's anticipated positive 
and negative impacts on the environment ( considering, inter alia, climate change, biodiversity 
and the use of natural resources) and social welfare (considering, inter alia, human security, 
disadvantaged groups or individuals, discrimination, land tenure and use, worker well-being and 
cultural heritage). The Contractor shall recommend mitigation measures for all potential negative 
impacts. The PESIA must reference the Host Country's national, provincial and municipal 
requirements and those of potential financiers. 

The Contractor shall develop a recommended scope for a full environmental impact assessment, 
including steps that the Client will need to take subsequent to the completion of the Activity and 
prior to Project implementation. 

Task 8 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the PESIA. 

Annex I-13 



Task 9: Development Impact Assessment 

The Contractor shall conduct a development impact assessment (the "DIA") that includes 
quantitative and qualitative analyses of the potential developmental impact of the Project. The 
DIA must pay specific attention to the indicators in the table below, among others that may be 
proposed by the Contractor and approved by USTDA. 

Sector Category Indicator Definition Measure 

Telecommunications 

Infrastructure 
Development 
and Efficiency 

Gains 

Capacity added, security gained, and 
Improved Data reliability improved through 

Management and implementation of managed y 

Security cybersecurity operations center 
services. 

For the qualitative analysis, the Contractor shall provide narrative descriptions of how the 
implementation of the Project is anticipated to impact each indicator. For the quantitative 
analysis, the Contractor shall provide a baseline measurement and anticipated outcome for each 
indicator. The DIA must clearly articulate the anticipated time line for the realization of these 
outcomes, how such information can be measured and what sources could be utilized to 
determine whether the outcome was realized, The Contractor shall work closely with the Client 
to ensure that the projected development impacts are viable and measurable, 

Task 9 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the DIA. 

Task 10: U.S. Sources of Supply Analysis 

The Contractor shall develop a U.S. Sources of Supply Analysis (the "US SSA"). The USSSA 
shall include a list of U.S. suppliers of goods and services that would be relevant to the 
implementation of the Project (e.g., cybersecurity platforms and supporting information 
technology infrastructure). The list may also include potential U.S sources of services that the 
Client may need for the successful technical and commercial operation of the Project. 

The Contractor shall identify at least fifteen (15) potential U.S. suppliers total across different 
categories of the goods and services required for the Project. For each U.S. source of supply 
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identified in the USSSA, the Contractor shall provide: (i) a detailed description ofrelevant goods 
and/or services that are available, (ii) any information regarding the sourcing location and 
percentage of U.S.-sourced content for the relevant goods and/or services, (iii) the U.S. 
supplier's capacity and level of interest in supplying goods and/or services for the Project, and 
(iv) up-to-date contact infonnation, including the name, title, email, and phone number, if 
available, for the party or parties responsible for marketing/sales in the Host Country. 

The Contractor shall make direct contact with the identified potential U.S. suppliers. Where 
possible, the Contractor shall meet with potential U.S. suppliers to better understand their interest 
in the Project. The Contractor shall also identify any potential challenges for U.S. suppliers and 
ways to mitigate these challenges. 

Task 10 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the USS SA. 

Task 11: Implementation and Evaluation Plan and Final Presentation 

Subtask 11.1: Implementation and Evaluation Plan 

The Contractor shall prepare a comprehensive plan for guiding the Ministry in implementing and 
evaluating the effectiveness of the National Cybersecurity System (the "Implementation and 
Evaluation Plan"). During the development of the Implementation and Evaluation Plan, the 
Contractor shall discuss the key Activity findings and recommendations with the Ministry, 
respond to any Ministry questions or concerns, and incorporate any Ministry comments and 
requests for changes to the key Activity findings and recommendations. Once the draft 
Implementation and Evaluation Plan, including any revisions, has been approved by the 
Ministry, the Contractor shall develop a final version of the Implementation and Evaluation Plan. 

The Implementation and Evaluation Plan must include: 

• An overview of key Activity findings and recommendations for the NCS, including 
relevant explanations and justifications; 

• A description of each step that the Ministry will need to take following the completion of 
the Activity in order to implement the NCS, including but not limited to: 
o Proposing legislative and/or regulatory changes necessary to implement the NCS; 
o Publishing and disseminating guidance to Covered Entities regarding compliance 

with the updated NIMS requirements; 
o Implementing internal processes and procedures to facilitate execution of 

cybersecurity audit, enforcement, and procurement oversight functions; 
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o Realigning and/or augmenting the Ministry's staffing structure and training staff on 
all new policies and procedures; 

o Requesting additional appropriations to support the Ministry's audit, enforcement, 
and procurement oversight functions, as necessa1y; and 

o Conducting monitoring and evaluation activities during Project implementation. 

• A schedule for implementing the NCS, including phasing and milestones; 
• A budget and capital investment plan indicating all operating and capital expenses 

necessary to implement the National Cybersecurity System; 

• Key performance indicators for the NCS implementation phase, including their baseline 
measurements and proposed annual targets; 

• A detailed strategy for meeting regulatory, licensing, permitting and environmental 
requirements identified in Task 7 and Task 8; 

• A plan for managing communications with internal and external stakeholders; and 
• A detailed risk assessment covering all categories of risk as the Ministry and Contractor 

mutually deem appropriate. The risk assessment must evaluate the source, likelihood, and 
severity of each risk, and provide detailed preventive and mitigation measures for each 
identified risk associated with the Project to reduce such risks as much as is reasonably 
possible, as detern1ined by the Ministry and Contractor. 

Subtask 11.2: Final Presentation 

The Contractor shall deliver a presentation on the Implementation and Evaluation Plan to the 
Ministry, either in-person (at the Ministry's main offices or another mutually agreed upon 
location in the Host Country) or remotely via video conference or similar means (the "Final 
Presentation"). Participants for the Final Presentation must include, at a minimum, 
representatives from the Contractor, the Ministry (at minimum, the Minister of Electronic 
Governance, the Deputy Minister of Electronic Governance, and the Director of Network and 
Infonnation Systems) and the Client (at minimum, the Chief Executive Officer, the Chief 
Technology Officer, and the Director of Security Operations). The Contractor shall coordinate 
with the Client and the Ministry on relevant topics to be discussed during the Final Presentation. 
During the Final Presentation, the Contractor shall, at a minimum: 

• Provide an agenda and any relevant handouts and presentation materials for all meeting 
attendees; 

• Present the final Implementation and Evaluation Plan; and 
• Clarify any technical, enviromnental, commercial, financial, legal and/or regulatory 

issues identified by the Contractor over the course of performing the Activity. 

The Client shall provide (at its own expense) the venue, audiovisual and any other required 
equipment and any meals, snacks, and refreshments for the Final Presentation. The Client shall 
invite the Internal Stakeholders attendees, and the Contractor shall manage the participant 
registration process. The Contractor shall conduct the Final Presentation, facilitate the 
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discussion, take meeting minutes, and maintain presentation records, including the agenda, 
presentation materials and a list of all participants. 

The Contractor shall incorporate into the Implementation and Evaluation Plan any substantive 
feedback provided by the Client and the Internal Stakeholders during the Final Presentation. If 
the Implementation and Evaluation Plan does substantively change as a result of feedback 
received following the Final Presentation, the Contractor shall provide the updated 
Implementation and Evaluation Plan to the Client and the Ministry within fourteen (14) calendar 
days following the Final Presentation to the Client and the Ministry. The Client and the Ministry 
shall review and either (i) approve the Implementation and Evaluation Plan, or (ii) provide 
comments to the Contractor on the Implementation and Evaluation Plan. In the event that the 
Client or the Ministry provides comments to the Contractor on the Implementation and 
Evaluation Plan, the Contractor shall revise the Implementation and Evaluation Plan in 
accordance with all comments and submit an updated version of the proposed Implementation 
and Evaluation Plan to the Client and the Ministry for review and approval. From and after 
receipt of the updated Implementation and Evaluation Plan, the Client and the Ministry will have 
an additional fourteen (14) calendar day period to review the updated Implementation and 
Evaluation Plan. This process will continue in an iterative manner until the Client and the 
Ministry approve the Implementation and Evaluation Plan. 

Task 11 Deliverable: The Contractor shall prepare and deliver to the Client and the Ministry a 
written report that contains all findings and all work product created in connection with this 
Task, including but not limited to: the Implementation and Evaluation Plan and the minutes and 
records from the Final Presentation. 

Task 12: Final Report 

The Contractor shall prepare and deliver to the Client and USTDA a substantive and 
comprehensive final report of all work performed under these Terms of Reference (the "Final 
Report"), which must conform to the requirements under Clause I of the Mandatory Contract 
Clauses (as defined in Annex II). The Contractor shall organize the Final Report into chapters 

and sections with clear labels corresponding to each of the above Tasks and Subtasks of these 
Tern1s of Reference, and the Contractor shall include in the Final Repo1i all Deliverables and 
other documents that have been provided to the Client under these Terms of Reference. The 
Contractor shall incorporate into the Final Report, as applicable, (i) all of the findings, 
recommendations and conclusions related to the Activity under these Terms of Reference, and 
(ii) all other documents, analyses, reports and/or work product provided pursuant to the Tasks 
and Subtasks noted above, in each case clearly organized and labeled according to each Task and 
Subtask under these Terms of Reference. The Contractor shall also include an executive 
summary to the Final Report as a whole, and provide a summary for each Task under these 
Tem1s of Reference. 
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Before completing and delivering the Final Report to the Client or USTDA, the Contractor shall 
prepare a draft Final Report in accordance with the instructions in the above paragraph and 
deliver the draft Final Report to the Client for review and discussion. Once the Client has 
provided comments and revisions to the draft Final Report, the Contractor shall make the 
necessary changes and modifications to the draft Final Repo1i, it being understood that the 
Contractor shall not make any changes or modifications that are inconsistent with any of these 
Terms of Reference. 

Task 12 Deliverable: The Contractor shall prepare and deliver the Final Report to the Client and 
USTDA. 
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Annex II 

USTDA Mandatory Contract Clauses 

A. Grant Agreement; Subcontracts; USTDA Mandatory Contract Clauses Controlling 

The Contract Parties acknowledge that this Contract is funded in whole or in part by the U.S. Trade 
and Development Agency ("USTDA") under the Grant Agreement between the Government of 
the United States of America, acting through USTDA, and Information Services JSC (the 
"Client"), dated as of ________ (the ''Grant Agreement"). Tenns used but not defined 
in this Contract shall have the meanings as set forth in the Grant Agreement. The Client has 
selected ___________ (the "Contractor") to deliver technical assistance (the 
"Activity") related to the proposed implementation of a National Cybersecurity System for civilian 
administrative authorities (the "Project") located in the Republic of Bulgaria (the "Host Country"). 
Each of the Client and the Contractor is referred to herein as a "Contract Party", and collectively 
as the "Contract Parties". 

Except as otherwise expressly provided herein, (i) all work perfonned under this Contract must be 
performed either by the Contractor or otherwise by a Subcontractor (as defined below) pursuant 
to a Subcontract (as defined below), and (ii) all Subcontracts entered into by the Contractor that 
are funded or partially funded with Grant Funds must be in writing and must include these USTDA 
Mandatory Contract Clauses (these "Mandatory Contract Clauses"), other than for Clauses B, G, 
H, I, J and S. Upon USTDA's request, the Contractor shall provide USTDA with a copy of each 
Subcontract that it enters into, along with an English translation of any such Subcontract that is 
executed in a language other than English, which translation must be certified by the Contractor 
as being complete and accurate. For purposes of this Contract, (a) the term "Subcontractor" mearis 
any individual, corporation, partnership or other legal entity having a contract, purchase order or 
other agreement, whether written or oral, with the Contractor for the performance of any part of 
the Activity, and (b) the term "Subcontract" means any such contract, purchase order or other 
agreement entered into between the Contractor and a Subcontractor. 

In addition, (i) in the event of any inconsistency or conflict between the terms and provisions of 
the Grant Agreement and those of this Contract or any Subcontract hereunder, the Grant 
Agreement shall be controlling, and (ii) in the event of any inconsistency between the terms and 
provisions of these Mandatory Contract Clauses and any other tem1s and provisions of this 
Contract or any Subcontract hereunder, these Mandatory Contract Clauses shall be controlling. 

B. USTDA as Financier 

(1) USTDA Approval of Contract 

USTDA will not authorize the disbursement of Grant Funds until this Contract conforms to 
modifications required by USTDA (if any) during the Contract review process and this Contract 
has been formally approved by USTDA. To perform this review in a timely fashion, USTDA must 
receive from either the Client or the Contractor an English language version of a final negotiated 

Annex II-1 



draft version of the Contract (in an editable electronic format) sent to the email address listed in 
Clause M below, or to such other email address as specified by USTDA. 

(2) USTDA Not a Paity to This Contract 

(a) The Contract Parties understand and agree that USTDA as a financing entity reserves 
to itself certain rights under this Contract, including, but not limited to: (i) the right to 
approve the terms of this Contract and amendments to this Contract, including 
assignments, the selection of the Contractor and all Subcontractors, the Terms of 
Reference, the Final Report, and any and all documents related to this Contract or any 
Subcontract funded under the Grant Agreement, (ii) the right to require the Contract 
Parties to suspend performance of the Terms of Reference upon reasonable prior 
written notice to the Contract Parties, and any further work perfom1ed in connection 
with the Terms of Reference following the Contractor's receipt of such written notice 
will be at the Contractor's risk, (iii) the right to suspend disbursements of Grant Funds 
under Clause 3 for cause upon reasonable prior written notice to the Contract Parties, 
and (iv) the right to demand, upon written notice to the Contractor, a refund from the 
Contractor of an appropriate amount of any Grant Funds that have been previously 
disbursed to the Contractor under Clause 3 of this Contract in the event that (A) the 
Contractor or any Subcontractor fails to comply with the Tenns of Reference or the 
terms and conditions of this Contract (including these Mandatory Contract Clauses), or 
(B) this Contract and/or the Activity is tem1inated, and the amount of Grant Funds 
disbursed to the Contractor prior to such termination exceeds the value of the work 
perfonned under this Contract in accordance with its terms, as determined by USTDA 
in its sole discretion. The Contract Parties shall comply with all written notices, 
instructions and requests issued by USTDA in connection with USTDA's exercise of 
its rights under this Clause B(2). 

(b) The Contract Parties further understand and agree that USTDA, in reserving any or all 
of the foregoing rights, has acted solely as a financing entity to ensure the proper use 
of United States Government funds, and that any decision by USTDA to exercise or 
refrain from exercising these rights will be made as a financier in the course of funding 
the Activity and will not be construed as making USTDA a party to this Contract. The 
Contract Parties understand and agree that USTDA may, from time to time, exercise 
the foregoing rights, or discuss matters related to these rights and the Project with the 
Contract Parties or the parties to any Subcontract, jointly or separately, and in 
consideration of USTDA's role as financier, the Contract Parties further agree that 
USTDA's rights may be exercised without thereby incurring any responsibility or 
liability, in contract, tort or otherwise, to the Contract Parties or the parties to any 
Subcontract. Any approval or failure to approve by USTDA will not bar the Client or 
USTDA from asserting any right that it might have against the Contractor, or relieve 
the Contractor of any liability which the Contractor might otherwise have to the Client 
orUSTDA. 

(c) The Contract Parties shall not sue or join any action seeking compensation from, and 
shall not participate in and shall withdraw from, any action seeking compensation from 
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the Government of the United States of America, or any of its departments or agencies, 
arising in connection with the Activity. 

( d) The Contract Parties acknowledge and agree that USTDA is a third party beneficiary 
to this Contract and is entitled to the rights and benefits hereunder and may enforce the 
provisions of this Contract as if it were a party hereto. No person, other than the 
Contract Parties hereto and USTDA, has any rights or remedies under this Contract. 

(3) Implementation Letters 

To assist the Client and the Contractor in the efficient performance of the Activity, USTDA may 
from time to time issue one or more implementation letters ("Implementation Letters") to provide 
additional, modified or updated infonnation about matters covered by this Contract and/or to make 
modifications or clarifications to the terms and provisions herein (any such infonnation or 
modification, as applicable, a "Change"). Without limiting the generality of the foregoing, 
USTDA may issue Implementation Letters containing one or more Changes, among other reasons, 
to: (a) extend the estimated completion date set forth in Clause K(l), (b) extend the availability 
period of Grant Funds set forth in Clause K(2), ( c) update the fiscal data set forth in Clause M, ( d) 
update a Party's address of record or point of contact, (e) make non-material modifications or 
clarifications to the Tem1s of Reference, (f) grant conditional waivers ofUSTDA' s rights pursuant 
to Clause 16 of the Contract, (g) modify the list of personnel specified in Annex III of this Contract, 
and (h) correct scrivener's errors. Notwithstanding the provisions of Clause 15 and Clause J of 
this Contract, upon receipt of an Implementation Letter from USTDA, if and to the extent each 
Contract Party assents to the Change set forth in such Implementation Letter, such Contract Party 
shall promptly notify the other Contract Party and USTDA of such assent by email in accordance 
with Clause 19 and Clause M, as applicable, and such Change will be deemed incorporated into 
the terms and provisions of this Contract without the need for any further action by either Contract 
Party or USTDA. The Contract Parties and USTDA may also use jointly agreed upon 
Implementation Letters, executed by each Contract Party and by USTDA, to confirm, clarify, 
modify and/or record their mutual understanding of matters covered by this Contract. 

C. Nationality, Source and Origin 

Except as USTDA may otherwise agree in writing, the following provisions shall govern the 
delivery of goods and professional services funded by Grant Funds under any Grant Agreement. 

(A) All legal entities who perform any part of the Activity as the Contractor or a 
Subcontractor shall be U.S. Firms. 

(B) All natural persons who perform any part of the Activity as the Contractor or 
a Subcontractor, or as an employee of the Contractor or of a Subcontractor, 
shall be either (i) U.S. citizens, or (ii) non-U.S. citizens lawfully authorized 
to work, or admitted for pennanent residence, in the United States. 

(C) Notwithstanding the provisions of Articles (A) and (B) above, up to thirty 
percent (30%) of the Grant Funds may be used to pay for work perfonned 
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in connection with the Activity by: 

( 1) any Subcontractor organized under the laws of either ( i) the Host 
Country or (ii) any Target Country; and 

(2) any natural person working as (a) a Subcontractor, or (b) an employee 
of the Contractor or of a Subcontractor, as long as such natural person is 
either (i) a citizen of the Host Country or a Target Country, or (ii) 
lawfully authorized to work, or admitted for pennanent residence, in the 
Host Country or a Target Country. 

(D) Except for goods and services incidental to Activity support (e.g., local 
lodging, food and transportation in the Host Country or a Target Country), 
goods purchased for the performance of the Activity and associated delivery 
services (e.g., international transportation and insurance) shall have their 
nationality, source and origin in the United States. 

(E) "U.S. Firm" means either (1) or (2) below. 

(1) A private-sector for-profit legal entity or partnership organized under 
the laws of the United States, with its principal place of business in the 
United States, and which satisfies either (a) or (b) below. 

(a) It is more than fifty percent (50%) owned or controlled by (i) U.S. 
citizens, (ii) non-U.S. citizens lawfully authorized to work, or admitted 
for permanent residence, in the United States, or (iii) any combination 
of (i) and (ii) of this sentence. 

(b) It (i) has been organized under the laws of the United States for more 
than three years prior to either ( x) the date on which the initial 
proposal in respect of the Activity is received by USTDA, or (y) the 
date on which the Contractor submits its bid in response to USTDA's 
request for proposals in connection with the Activity, as applicable, (ii) 
has performed similar services in the United States for such three- year 
period, (iii) employs U.S. citizens in more than half of its permanent 
full-time positions in the U.S., and (iv) has the existing capability in 
the United States to perform the work in question. 

(2) A nonprofit organization that is organized under the laws of the United 
States and managed by a governing body, a majority of whose members 
are (i) U.S. citizens, (ii) non-U.S. citizens lawfully authorized to work, 
or admitted for pennanent residence, in the United States, or (iii) any 
combination of (i) and (ii) of this sentence. 

(F) "Target Country" means a country, other than the Host Country, (i) that is 
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an integral part of the Project's scope and (ii) whose local labor is required 
for work to be performed in connection with the Activity. A Project may 
have one or more Target Countries. 

D. Recordkeeping and Audit 

The Contractor shall, and shall require its Subcontractors receiving Grant Funds to, maintain in 
accordance with generally accepted accounting procedures all books, records and other documents 
(including without limitation all bank statements, and receipts or proofs of purchase for all goods 
and services acquired in connection with the Activity) sufficient in fonn, content and level of detail 
to properly reflect all transactions and disbursements under or in connection with the Activity and 
this Contract. Such books, records and other documents shall clearly identify, track and describe 
the use and expenditure of Grant Funds separately from other funding sources. Such books, 
records and documents must be maintained during the period of performance of work commencing 
on the Effective Date, and continuing until the date that is three (3) years following the final 
disbursement of Grant Funds by USTDA. The Contractor shall, and shall require its 
Subcontractors receiving Grant Funds to, (i) afford USTDA or its authorized representatives the 
opportunity at reasonable times for inspection and audit of such books, records and other 
documents, and (ii) in the event of an audit of such books, records and other documents, reasonably 
cooperate with, and promptly respond to information requests from, any USTDA-appointed 
auditors. 

E. U.S. Carriers 

(1) Air 

Transpmtation by air of persons or prope11y funded under the Grant Agreement shall be on U.S. 
flag carriers in accordance with the Fly America Act, 49 U.S.C. § 40118, to the extent service by 
such carriers is available, as provided under applicable U.S. Government regulations. 

(2) Marine 

Transportation by sea of property funded under the Grant Agreement shall be on U.S. carriers in 
accordance with U.S. cargo preference laws, including (without limitation) the Cargo Preference 
Act of 1954, 46 U.S.C. § 55305. 

F. Workman's Compensation Insurance 

The Contractor shall provide adequate workman's compensation insurance coverage for work 
performed under this Contract. 
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G. Disbursement Procedures 

(1) USTDA Approval of Contract 

Disbursement of Grant Funds will be made only after USTDA approval of this Contract. Any 
work performed by the Contractor or any Subcontractor in connection with the Activity prior to 
USTDA's approval of the Contract will be at the Contractor's risk. 

(2) Payment Schedule Requirements 

A payment schedule for disbursement of Grant Funds to the Contractor is included in this Contract 
under Clause 3. Such payment schedule must conform to the following USTDA requirements: 
(a) the Contractor must provide reasonable justification for the amount of the mobilization 
payment, which in any event may not exceed ten percent (10%) of the total Grant Funds without 
the prior written approval of USTDA; (b) all other payments, with the exception of the final 
payment, must be based upon completion of one or more Tasks under the Terms of Reference as 
set forth in Clause 3; and (c) the final payment must be no less than fifteen percent (15%) of the 
total Grant Funds amount, payable upon approval by USTDA of a Final Report that has been (i) 
prepared and submitted in accordance with the requirements set forth in Clause I below, and (ii) 
approved in writing by the Client in the manner provided for by Clause G( 4)(b )(iii) below. 

(3) Invoice Approval Procedures 

The Contractor shall submit Invoices meeting the requirements set forth in Clause G( 4) to the 
Client for approval prior to submitting any such Invoice to USTDA for payment. The Client shall 
not approve any Invoice submitted to it by the Contractor unless such Invoice, and all work 
performed by the Contractor (or any Subcontractor) in connection with such Invoice, complies 
with the Terms of Reference and these Mandatory Contract Clauses. All Invoices must be 
submitted to the attention of the Finance Deparhnent by email to invoices@ustda.gov. 

( 4) Invoice Requirements 

For purposes of this Contract, the term "Invoice" means any invoice submitted ( or to be submitted) 
to USTDA by either the Client or the Contractor for payment of Grant Funds. USTDA will make 
all disbursements of Grant Funds directly to the Contractor. The Contractor must provide USTDA 
with an Oracle Supplier Request Form (available from USTDA) with the first Invoice. Either the 
Client or the Contractor may request disbursement of Grant Funds by USTDA to the Contractor 
for performance of the Terms of Reference by submitting the following to USTDA: 

(a) Contractor's Invoice 

The Invoice from the Contractor shall include reference to the applicable Deliverable(s) (as defined 
in Annex I of this Contract) or other perfonnance milestone(s) listed in the Contract payment 
schedule, the requested payment amount, and an appropriate certification to USTDA by the 
Contractor, as follows: 
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(i) For a mobilization payment (if any): 

"As a condition for this mobilization payment, the Contractor certifies to 
USTDA that it will perform all work in accordance with the terms of its 
Contract with the Client. To the extent that the Contractor does not comply 
with the terms and conditions of the Contract, including the USTDA 
Mandatory Contract Clauses contained therein, it will, upon USTDA's 
request, make an appropriate refund to USTDA." 

(ii) For Contract performance milestone payments: 

"The Contractor certifies to USTDA that it has performed the work 
described in this invoice in accordance with the tem1s of its Contract with 
the Client and is entitled to payment thereunder. To the extent the 
Contractor has not complied with the terms and conditions of the Contract, 
including the USTDA Mandatory Contract Clauses contained therein, it 
will, upon USTDA's request, make an appropriate refund to USTDA." 

(iii) For the final payment: 

"The Contractor certifies to USTDA that it has performed the work 
described in this invoice in accordance with the tem1s of its Contract with 
the Client and is entitled to payment thereunder. Specifically, the 
Contractor has submitted the Final Report to the Client, as required by the 
Contract, and received the Client's approval of the Final Report. To the 
extent the Contractor has not complied with the terms and conditions of the 
Contract, including the USTDA Mandatory Contract Clauses contained 
therein, it will, upon USTDA's request, make an appropriate refund to 
USTDA." 

(b) Client's Approval of the Contractor's Invoice 

(i) The Invoice for a mobilization payment must be approved in writing by the Client on the 
Invoice or separately. 

(ii) For Contract performance milestone payments, the following certification to USTDA by the 
Client must be provided on the Invoice or separately: 

"The Client certifies to USTDA that the services for which disbursement is 
requested by the Contractor have been performed satisfactorily, in 
accordance with applicable Contract provisions, including the USTDA 
Mandatory Contract Clauses contained therein, and the tem1s and 
conditions of the USTDA Grant Agreement." 

(iii) For the final payment, the following certification to USTDA by the Client must be provided 
on the Invoice or separately: 
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"The Client certifies to USTDA that the services for which disbursement is 
requested by the Contractor have been perfonned satisfactorily, in 
accordance with applicable Contract provisions, including the USTDA 
Mandatory Contract Clauses contained therein, and the terms and 
conditions of the USTDA Grant Agreement. The Final Report submitted 
by the Contractor has been reviewed and approved by the Client." 

(5) Payment Disclaimer 

The Contract Parties understand and agree that payment by USTDA of an Invoice does not 
constitute (a) acceptance or approval by USTDA, whether express or implied, of (i) any materials, 
Deliverables, reports or other documents prepared or delivered by the Contractor or any 
Subcontractor, or (ii) any work performed under the Terms of Reference or otherwise by the 
Contractor or any Subcontractor, in each case, in connection with the Activity, or (b) confirmation 
or agreement by USTDA, whether express or implied, as to whether any work perfom1ed by the 
Contractor or any Subcontractor in connection with the Activity has been perfonned in accordance 
with the terms and conditions of this Contract, including the Terms of Reference or these 
Mandatory Contract Clauses. 

H. Termination 

(1) Effect of Tem1ination 

In the event that this Contract and/or the Activity is terminated prior to completion of all Tasks 
under the Terms of Reference, the Contractor will be eligible for payment for the value of the work 
performed pursuant to the terms of this Contract prior to such termination; provided, however, that 
any such eligibility is subject to (a) compliance by the Contractor with the terms and conditions of 
this Contract (including the Tenns of Reference and these Mandatory Contract Clauses), and (b) 
USTDA approval, which may be granted or withheld in USTDA' s sole discretion. Likewise, in 
the event of such termination, USTDA may be entitled to receive a refund of Grant Funds from 
the Contractor pursuant to Clause B(2)(a). For the avoidance of doubt, in no event will any such 
termination relieve either Contract Party from any liability or obligation under this Contract arising 
prior to the effective date of such termination. 

(2) Survivability 

The obligations of the Contract Parties arising under the Surviving Clauses (as defined in the main 
body of this Contract), as well as Clauses A, B, D, G, H, N, Q, Rand S of these Mandatory Contract 
Clauses, in each case, shall survive the termination of this Contract. 

I. USTDA Final Report 

( 1) Definition 

"Final Report" shall mean the Final Report described in the final Task of the Tenns of Reference. 
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(2) License to Utilize Final Report 

The Client hereby grants to the Government of the United States of America a fully paid-up, 
irrevocable, perpetual, non-transferrable, worldwide, royalty-free, non-exclusive license to use the 
Final Report, and all Deliverables and other work product associated with the Activity. The Client 
and Contractor each understand and agree that the Public Version of the Final Report be made 
publicly available by USTDA. 

(3) Final Report Submission Requirements 

The Contractor shall provide the following documents and materials to USTDA collectively as 
one single submission: 

(a) One (1) CD-ROM containing a complete electronic copy of the Final Report for USTDA's 
internal records. This version of the Final Report must be in the English language and must be 
approved by the Client in writing. It is the responsibility of the Contractor to ensure that 
Confidential Information (as defined in the main body of this Contract), if any, contained in this 
version of the Final Report is clearly marked ( any version containing such Confidential 
Information, a "Confidential Version"). USTDA will maintain the confidentiality of such 
Confidential Information, subject to and in accordance with applicable U.S. law. The Contractor 
shall affix a label to the CD-ROM indicating the name of the electronic file containing the Final 
Report, which filename must satisfy the requirements of Clause 1(4)(c) below. 

(b) One (1) CD-ROM containing an electronic copy of the Final Report suitable for public 
distribution (the "Public Version"). The Public Version must be in the English language and must 
be approved by the Client in writing. As the Public Version will be available for public 
distribution, it must not contain any Confidential Information. It is the responsibility of the 
Contractor to ensure that no Confidential Infonnation is contained in the Public Version of the 
Final Report. If the complete version of the Final Report submitted under Clause 1(3)(a) above 
contains no Confidential Information, it may be used as the Public Version. In any event, the 
Public Version must be informative and contain sufficient Project detail to be useful to prospective 
U.S. equipment and service providers. The Contractor shall affix a label to the CD-ROM 
indicating the name of the electronic file containing the Public Version, which filename must 
satisfy the requirements of Clause I(4)(c) below. The Contractor acknowledges and understands 
that, notwithstanding any other provision in this Contract, the Public Version will be publicly 
available and in the public domain. 

(c) A crosswalk index (the "Crosswalk"), delivered separately from the Final Report. The Cross­
walk must be organized in numerical order by Task and Subtask from the Terms of Reference in 
a table forn1at, and for each such Task and Subtask the Crosswalk must provide (i) the language 
of the requirement set forth in the Terms of Reference (in sentence, bullet point or Subtask form), 
and (ii) the associated page number(s) on which the evidence establishing the Contractor's 
completion of such requirement is included within the complete version of the Final Report 
delivered to USTDA under Clause I(3)(a), presented in a table format. 
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(d) The Contractor's final Invoice, prepared and submitted in accordance with Clause G. 

(e) The Final Report (both Confidential and Public Versions), the Crosswalk, final Invoice, and 
notation of Client's approval of the Final Report, shall all be submitted to USTDA. 

(4) Final Report Presentation 

All Final Reports submitted to USTDA must be paginated and include the following: 

(a) The front cover of every Final Report shall contain the name of the Client, the name of the 
Contractor who prepared the report, a report title, USTDA's logo, and USTDA's address. If the 
complete version of the Final Report contains Confidential Infomrntion, the Contractor shall label 
the front cover of that version of the Final Report with the term "Confidential Version". The 
Contractor shall label the front cover of the Public Version of the Final Report with the term 
"Public Version". The front cover of every Final Report shall also contain the following 
disclaimer: 

"This report was funded by the U.S. Trade and Development Agency 
(USTDA), an agency of the U.S. Government. The opinions, findings, 
conclusions or recommendations expressed in this document are those of 
the author(s) and do not necessarily represent the official position or policies 
of USTDA. USTDA makes no representation about, nor does it accept 
responsibility for, the accuracy or completeness of the infonnation 
contained in this report." 

(b) The inside front cover of every Final Report shall contain (i) USTDA's logo, USTDA's 
address, and USTDA's mission statement, (ii) a written statement from the Client affirming that 
the Client has granted a license in connection with the Final Report to the Government of the 
United States of America as set forth in Clause 1(2), and (iii) in the case of any Public Version of 
the Final Report, the Contractor shall include the term "Public Version" on such page, along with 
the following language: 

"Each of the Contractor and the Client certify to USTDA that this document 
contains the Public Version of the Final Report and that all contents are 
suitable for public distribution." 

(c) Unless otherwise specified in the Terms of Reference, any electronic file containing any 
version of the Final Report or any other associated documents must be submitted to USTDA in a 
commonly accessible, machine readable, read-only format (such as .pdf fonnat). The Contractor 
shall create a filename for any such electronic file that includes (in the following order): (i) the 
name of the Host Country, (ii) the USTDA Activity nwnber set forth among the fiscal data in 
Clause M, and (iii) the title of the Final Report. In the case of any electronic file containing a 
Confidential Version of the Final Report, the Contractor shall include the term "CONFIDENTIAL 
VERSION" at the end of such filename. In the case of any electronic file containing the Public 

Annex II-10 



Version of the Final Report, the Contractor shall include the tenn "PUBLIC VERSION" at the end 
of such filename. 

( d) The Contractor and any Subcontractors that perform work pursuant to the Contract must be 
clearly identified in the Final Report. Business name, point of contact, address, telephone and 
email address shall be included for the Contractor and each Subcontractor. 

(e) The Final Report, while aiming at optimum specifications and characteristics for the Project, 
must identify the availability of prospective U.S. sources of supply, including the business name, 
point of contact, address, telephone and email address for each prospective commercial source. 

(f) The Final Report shall be accompanied by a letter or other notation by the Client which states 
that the Client approves the Final Report. A certification to USTDA by the Client to this effect 
provided on or with the Invoice for final payment will meet this requirement. 

(5) Final Report Disclaimer 

The Contract Parties understand and agree that neither USTDA's receipt of the Final Report nor 
processing or payment of the final Invoice by USTDA constitutes (a) approval, validation or 
endorsement by USTDA, whether express or implied, of (i) the Final Report or any of its contents, 
or (ii) the quality, characteristics or nature of any work performed under the Terms of Reference 
or otherwise by the Contractor or any Subcontractor in connection with the Activity, or (b) 
confirmation or agreement by USTDA, whether express or implied, as to whether any work 
performed by the Contractor or any Subcontractor in connection with the Activity has been 
performed in accordance with the terms and conditions of this Contract, including the Tenns of 
Reference and these Mandatory Contract Clauses. 

J. Amendment Procedures 

Consistent with the amendment provisions set forth in the main body of this Contract, all 
amendments, assignments or other modifications to this Contract, including the Annexes to this 
Contract, will be made effective only by written instrument signed by the Contract Parties and 
approved in writing by USTDA. Either Contract Party may submit to USTDA, at the address set 
forth in Clause M, a final negotiated draft version (in an editable electronic format) of any proposed 
amendment, assignment or other modification to this Contract for USTDA review. USTDA will 
advise the Contract Parties as to whether the draft instrument is ready for execution, on the 
understanding that USTDA's approval may be contingent upon certain modifications being made 
to such draft. 

K. Activity Schedule 

(1) Activity Completion Date 

The Contract Parties' estimated completion date for the Activity is _______ _ 
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(2) Time Limitation on Disbursement ofUSTDA Grant Funds 

Except as USTDA may otherwise expressly agree in writing, (a) no Grant Funds may be disbursed 
under this Contract for goods and services which are provided prior to the Effective Date of the 
Grant Agreement, and (b) no Grant Funds may be disbursed more than four (4) years after the 
Effective Date of the Grant Agreement. 

L. Business Practices; Conflicts of Interest 

( 1) Business Practices 

The Contract Parties recognize the existence of standards of conduct for public officials and 
commercial entities in their respective countries. Therefore, the Contract Parties shall fully comply 
with all United States and Host Country laws relating to corruption or bribery, and shall not directly 
or indirectly provide, offer or promise to provide money or anything of value to any public official 
in violation of any United States or Host Country laws relating to corruption or bribery. For 
example, the Contractor and its Subcontractors shall fully comply with the requirements of the 
U.S. Foreign Corrupt Practices Act, as amended (15 U.S.C. §§ 78dd-l et seq.). Each Contract 
Party agrees that it shall require that any Subcontractor, agent or representative hired to represent 
it in connection with the Activity will comply with this Clause L and all laws which apply to 
activities and obligations of that Contract Party, including, but not limited to, those laws and 
obligations referenced above. 

(2) Conflicts oflnterest 

(a) Except as USTDA may otherwise expressly agree in writing, no Contract Party, or any 
employee, executive, director, officer or other staff member of a Contract Party, may either directly 
or indirectly engage in any activity or maintain any relationship (any such activity or relationship, 
a "Conflict of Interest") which might adversely affect the Activity or the rights of USTDA, 
including but not limited to (i) ownership of a material interest in the other Contract Party, or in 
any supplier, contractor, distributor, Subcontractor ( other than any Subcontractor that is an affiliate 
of the Contractor as disclosed to USTDA in Annex III of this Contract), customer or other entity 
involved in the perfonnance of the Activity, (ii) acceptance of any material payment, service, loan, 
gift, trip, entertainment, favor or other thing of value from the other Contract Party, a supplier, 
contractor, distributor, Subcontractor, customer or other entity involved in the performance of the 
Activity, (iii) any employee, executive, director, officer or other staff member of one Contract 
Party holding a position as an employee, executive, director, officer or other staff member of the 
other Contract Party, or of any supplier, contractor, distributor, Subcontractor, customer or other 
entity involved in the performance of the Activity, and (iv) any condition or circumstance that 
would reasonably be expected to (A) cause one or more of the Contract Parties to be unable or 
potentially unable to render impartial assistance or advice, (B) impair the objectivity of the 
Contractor or any Subcontractor in performing the Activity, or (C) create an unfair competitive 
advantage for any entity wherein either Contract Party has a material interest. 

(b) Neither the Client nor the employees, executives, directors, officers or other staff members of 
the Client may receive payment from the Grant Funds. 
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(c) Any Contract Party shall promptly notify USTDA of any Conflict of Interest of which it 
becomes aware. 

M. USTDA Address and Fiscal Data 

Any communication with USTDA regarding this Contract shall be sent to the following contact 
infonnation and include the fiscal data listed below: 

To: 
Address: 

Phone: 
Email: 

Fiscal Data: 

U.S. Trade and Development Agency 
1101 Wilson Boulevard, Suite 1100 
Arlington, VA 22209-2275 
USA 
(703) 875-4357 
MENA Europe@ustda.gov 

Appropriation No.: 1125/261001 
2025-21004A 
2025043 
1131PL25GH21043 

Activity No.: 
Reservation No.: 
Grant No.: 

N. Taxes 

The Grant Funds provided under the Grant Agreement shall not be used to pay any taxes, tariffs, 
duties, fees or other levies imposed under laws in effect in the Host Country, except for taxes of a 
de minimis nature imposed on local lodging, food, transportation or airport arrivals or departures 
or individual income taxes assessed on local Host Country staff ("Accepted Taxes"). Neither the 
Client nor the Contractor may seek reimbursement from USTDA for any such taxes, tariffs, duties, 
fees or other levies, other than the Accepted Taxes, to the extent that the amounts of such Accepted 
Taxes are included on expense receipts maintained by the Contractor in accordance with Clause 
D. 

0. Compliance with Trade-Related Laws 

The Contractor and all Subcontractors are responsible for compliance with U.S. export licensing 
requirements, if applicable, in the performance of all work in connection with the Activity. In 
addition, the Contractor shall not recommend as part of the Final Report any products, 
commodities, components, articles or other goods for use in connection with the Project that are 
(i) subject to any Withhold Release Order issued by U.S. Customs and Border Protection under 
Section 307 of the Tariff Act of 1930 (19 U.S.C. § 1307), (ii) included on the "List of Goods 
Produced by Child Labor or Forced Labor" published from time to time by the U.S. Department 
of Labor, or (iii) otherwise restricted by the Uyghur Forced Labor Prevention Act, Pub. L. 117-78 
(2021 ). If, at any time during the perfonnance of the Activity, the Contractor determines in its 
professional judgment (consistent with recognized professional standards) that it is unable to 
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comply with the provisions of this Clause 0, the Contractor shall promptly (but in any event, 
within three (3) business days) notify USTDA. 

P. Change of Control 

For purposes of this Contract, the term "Change of Control" means the occurrence of any one or 
more of the following: (i) the accumulation, whether directly, indirectly, beneficially or ofrecord, 
by any person, legal entity or group, of fifty percent (50%) or more of the shares of the outstanding 
equity securities of a Contract Party, (ii) a merger, consolidation or reorganization of a Contract 
Party in which such Contract Party does not survive as an independent legal entity or upon the 
consummation of which the holders of such Contract Party's outstanding equity ownership 
interests prior to such merger, consolidation or reorganization own less than 50% of the 
outstanding equity ownership interests of such Contract Party after such merger, consolidation or 
reorganization, or (iii) a sale of all or substantially all of the assets of a Contract Party. Each 
Contract Party shall provide both USTDA and the other Contract Party with written notice of any 
anticipated Change of Control of such Contract Party prior to the effective date of such Change of 
Control, which notice must identify (i) the person(s) and/or legal entity (or entities) that are gaining 
control or ownership over such Contract Party, and (ii) the person(s) and/or legal entity (or entities) 
that are losing control or ownership over such Contract Party. The Contract Parties acknowledge 
and agree that, in order for the Activity to continue following any Change of Control, any legal 
entity (or entities) that are gaining control or ownership over a Contract Party must satisfy 
USTDA's due diligence guidelines. 

Q. Liability 

This Contract may include a clause that limits the liability of the Contract Parties, provided that 
such a clause does not (i) disclaim liability for damages that are natural, probable and reasonably 
foreseeable as a result of a breach of this Contract, or (ii) limit the total amount of damages 
recoverable to an amount less than the total amount of Grant Funds actually disbursed to the 
Contractor pursuant to this Contract. If any clause set forth in this Contract is inconsistent with 
either or both of these limitations, such clause will be invalid and unenforceable to the extent of 
the inconsistency. 

R. Arbitration 

If the Contract Parties submit any dispute arising under this Contract for arbitration, the scope of 
any such arbitration shall be limited to the Conh·act Parties' rights and/or obligations under this 
Contract and may not extend to any right or obligation of USTDA. The arbitrator(s) shall not 
arbitrate issues directly affecting the rights or obligations of USTDA. 

S. Reporting Requirements 

The Contractor shall advise USTDA as to the status of the Project at least one (1) time per year for 
a period of two (2) years after completion of the Activity. In addition, if at any time the Contractor 
receives follow-on work from the Client, the Contractor shall so notify USTDA and shall designate 
the Contractor's point of contact related to such follow-on work, including such person's name, 
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title, address, telephone number and email address. Because this information may be made 
publicly available by USTDA, any Confidential Information must be designated as such by the 
Contractor and provided separately to USTDA. USTDA will maintain the confidentiality of such 
Confidential Information, subject to and in accordance with applicable U.S. law. 
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IN WITNESS WHEREOF, by signing below, each of the signatories hereby certifies that it is a 
duly authorized representative of the applicable Party, and the Patties, each acting through its duly 
authorized representative, have caused this Grant Agreement to be signed in their names and 
delivered as of the date written below. 

For the Government of the United States 
of America: 

By: 

Title: Director 

Date: December 13, 2024 

Annex I - Tenns of Reference 

Annex II - USTDA Mandatory Contract Clauses 

Title: CEO 

Date: 13.12.2024 



1 

AMENDMENT NO. 1 

TO 

GRANT AGREEMENT  
BETWEEN 

THE U.S. TRADE AND DEVELOPMENT AGENCY 
AND 

 INFORMATION SERVICES JSC 

Re: Bulgaria: Public Administration Cybersecurity 

Appropriation No.: 11 23/27 1001 
Activity No.: 2025-21004A 
Reservation No.: 2025043 
Grant No.: 1131PL25GH21043 

The Grant Agreement, dated December 13, 2024, between the Government of the 
United States of America, acting through the U.S. Trade and Development Agency 
(“USTDA”) and Information Services JSC (“Grantee” or “Client”) (each a “Party”, and 
together the “Parties”) for the delivery of technical assistance (“Activity”) for the proposed 
implementation of a National Cybersecurity System for civilian administrative authorities (the 
“Project”) is hereby amended (this “Amendment”) as follows: 

1. Definitions. Terms used but not defined in this Amendment have the respective
meanings as set forth in the Grant Agreement, as applicable.

2. Amendments to the Grant Agreement.

2.1. The Ministry of Electronic Governance is replaced by the Ministry of Innovations and 
Digital Transformation everywhere in the text of the Grant Agreement. 

2.2. The Abstract introducing the Terms of Reference and Tasks 1, 2, 4, and 7 within the 
Terms of Reference in Annex I of the Grant Agreement are hereby deleted in their 
entirety and replaced with the updated Abstract and Tasks 1, 2, 4, and 7 attached 
hereto as Attachment A. 

3. Effect of Amendment. The terms and provisions set forth in this Amendment supersede
and replace any agreement or understanding that may have existed between the Parties
prior to the date hereof in respect of such subject matter. Except as expressly set forth
herein, all other terms and provisions of the Grant Agreement remain in full force and
effect and constitute the legal, valid and binding obligations of the Parties thereto. This
Amendment will be binding upon and will inure to the benefit of the Parties hereto and
their respective successors and permitted assigns.

4. Governing Law. This Amendment is governed by, and construed in accordance with, the
applicable laws of the United States of America. In the absence of applicable federal law,
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APPENDIX 4 
 

REFERENCE TASK VALUES 
 
 

The amounts set forth in the table below (the “Reference Task Values”) represent USTDA’s 
assessment of the total value of the goods and services to be provided in connection with each 
individual Task.  This assessment is based on expert technical analysis from the background 
Definitional Mission that was used to inform USTDA’s determination of the total USTDA grant 
amount, which is a fixed amount. 
 

Reference Task Values 

Task Number & Title Estimated Value 
Percentage of 

Total 
Task 1:  Kickoff Meeting and Work Plan 

Finalization 
$119,400.00 9.0% 

Task 2:  National Cybersecurity System Plan $306,000.00 23.0% 
Task 3:  Cybersecurity Procurement Oversight 

Plan 
$111,500.00 8.4% 

Task 4:  National Cybersecurity System 
Workshop 

$103,800.00 7.8% 

Task 5:   SOC Current State Assessment $171,500.00 12.9% 
Task 6:  SOC Roadmap $214,000.00 16.1% 
Task 7:  Legal and Regulatory Assessment $57,500.00 4.3% 
Task 8:  Preliminary Environmental and Social 

Impact Assessment 
$17,500.00 1.3% 

Task 9:  Development Impact Assessment $17,500.00 1.3% 
Task 10:  U.S. Sources of Supply Analysis $41,200.00 3.1% 
Task 11:  Implementation and Evaluation Plan 

and Final Presentation 
$147,000.00 11.1% 

Task 12:  Final Report $22,500.00 1.7% 
Total:   $1,329,400.00 100.0% 
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APPENDIX 5 
 
 

CRITERIA FOR WITHHOLDING APPROVAL OF THE CONTRACTOR SELECTED BY 
A GRANTEE FOR A GRANT ACTIVITY 
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USTDA advances the infrastructure goals of developing and middle-income countries by awarding 
grant funds to overseas project sponsors (Grantees) for project preparation activities such as 
feasibility studies, technical assistance, pilot projects, environmental social impact assessments 
and front-end engineering and design projects (Grant Activities). These grant funds, in turn, fund 
work conducted by a U.S. firm (the Contractor) pursuant to a contract between the Grantee and the 
Contractor. As the financier of the Grant Activities, USTDA must approve the Contractor selected 
by the Grantee to carry out a Grant Activity, as well as the sub-contractor(s) proposed by the 
Contractor or Grantee. For purposes of this statement of policy, the term Contractor will also 
include any sub-contractor(s) proposed for USTDA Grant Activities. USTDA may withhold its 
approval if the selected Contractor fails to demonstrate its ability to meet USTDA’s standards. 

 
USTDA has a fiduciary duty to safeguard taxpayer funds by ensuring they are used responsibly 
and effectively. One of the ways it does this is by attempting to ensure that the Grant Activities 
USTDA finances are high-quality and can contribute to the development of implementable 
infrastructure projects. 

 
While USTDA cannot assume responsibility for Grantees’ decisions regarding which Contractors 
are best suited to their needs, USTDA may withhold its approval of a Contractor proposed by a 
Grantee for a particular Grant Activity on the following grounds: 

 
1. Failure to Demonstrate the Ability to Satisfy USTDA’s Requirements. If a Contractor 

does not demonstrate the ability to satisfy USTDA’s policy or administrative requirements, 
including the requirements established by the USTDA grant agreement, the mandatory 
contract clauses attached to the grant agreement template (the Mandatory Clauses) or other 
general or activity- specific USTDA requirements, USTDA will withhold its approval of 
the selection of that Contractor for the Grant Activity. 

 
2. Failure to Demonstrate the Ability to Satisfy the Technical and Substantive 

Requirements of the Grant Activity. Each USTDA Grant Activity is governed by Terms 
of Reference (ToRs). USTDA may withhold its approval of the selection of a Contractor 
for a Grant Activity if the Contractor does not demonstrate that it has the technical or 
substantive expertise and necessary personnel to complete the ToRs and other obligations 
under the contract to either USTDA’s or the Grantee’s standards. 

 
3. Financial Capacity. USTDA carries out credit screenings and investigates bankruptcy and 

other financial delinquencies to determine the financial health and sustainability of 
Contractors. If USTDA’s findings indicate that the Contractor’s financial health is 
uncertain and could put the Contractor’s ability to perform its obligations in jeopardy, 
USTDA may withhold its approval of the selection of that Contractor for the Grant Activity. 

 
4. Conflict of Interest. If the Contractor has a conflict of interest, as defined in the Mandatory 

Clauses, that appears likely to impair the objectivity of the Contractor or the Contractor’s 
ability to carry out the ToRs, USTDA may withhold its approval of the selection of that 
Contractor for the Grant Activity. 



 

 
5. Audit Findings or Exceptions, or Failure to Meet Prior Contractual Obligations to 

USTDA. USTDA may withhold its approval of the selection of a Contractor for a Grant 
Activity if the Contractor has received audit findings or exceptions related to other 
USTDA Grant Activities that suggest the Contractor will not be able to effectively carry 
out the ToRs or otherwise meet USTDA’s contractual requirements. USTDA may also 
withhold its approval of the Contractor selection if the Contractor has not remitted funds 
that it owes to the U.S. government from the close-out of previous USTDA grant 
activities. Similarly, USTDA may withhold its approval of the Contractor selection if the 
Contractor has failed to meet USTDA’s contractual requirements for other Grant 
Activities, including but not limited to delinquency in success fee reporting, failure to 
meet cost share requirements or other noncompliance with the Mandatory Clauses. 

 
6. Debarment. If the Contractor has been debarred by the federal government, state or local 

government, or an international organization such as the World Bank, United Nations or a 
regional multilateral development bank, USTDA may withhold its approval of the 
selection of that Contractor for the Grant Activity. 

 
7. Violation of Standards of Conduct. If the Contractor has violated the law or standards 

of professional or ethical conduct of the U.S. or other countries, particularly those related 
to bribery and corruption, or has otherwise demonstrated behavior that raises serious 
integrity concerns regarding the Contactor and/or its employees, USTDA may withhold 
its approval of the selection of that Contractor for the Grant Activity. 

 
Significant Negative Performance Reviews. If the Contractor has received one or more 
significant negative performance reviews from U.S. government entities that suggest that the 
Contractor will not be able to effectively carry out the ToRs or otherwise meet USTDA’s 
contractual requirements, USTDA may withhold its approval of the selection of that 
Contractor for the Grant Activity. 
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