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SECUREWORLD

See globally. Defend locally.
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Security

Human error is the
root cause of most
data breaches

Financial damage of data
leaks must be considered by

firms The Weakest Link: The Role
of Human Error in
Cybersecurity
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Almost 90% of Cyber
Attacks are Caused by
Human Error or
Behavior

By Ross Kelly - March 3, 2017

» k , :
Few store managers would respond to
revelations that a junior assistant had
been stealing from the cash register by
investing thousands of dollars in new
security cameras. It could be far cheaper
for them to instill hiring practices that




The human threat

e Malicious humans
e (Clueless humans
e Unmotivated humans

* Humans constrained by human
limitations
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Twitter’s New Privacy Policy g _w .
Means You Need to Change Your Google clarifies its location

Settings tracking help page for

t"‘:'\ By Nancy Messieh / May 23,2017 / 3 minutes confused users

by Ellen Tannam

8 g‘:‘} 260 VIEWS

Twitter recently introduced an updated privacy
policy announcing changes to how they collect
user data and deliver advertising into your @
timeline. So what does the update mean and

what should you do about it?

If you haven't logged in to Twitter since the
changes were announced, you'll see this

message:
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Facebook to make privacy settings
less difficult touse

By Nicolas Vega
March 28, 2018 | 11:16am

Facebook said Wednesday it will finally simplify the notoriously

confusing maze of privacy settings on its site.

The embattled social network — which previously sent users to
more than a dozen different pages when they wanted to adjust the
amount of data they shared, or see what third-party apps had
access to their information — announced plans to consolidate
those settings onto one central page.
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Privacy Is
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Better together

Examining
security/privacy and
usability together is often
critical for achieving
either

Don’t assume you always
have to tradeoff security
for usability, sometimes
you can achieve both!



rity and privacy
acondary tasks
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USENIX Security 1999

Why Johnny Can’t Encrypt:
A Usability Evaluation of PGP 5.0

Alma Whitten
School of Computer Science
Carnegie Mellon University

Pittsburgh, PA 15213
alma@cs.cmu.edu

J.D. Tygar
EECS and SIMS
University of California
Berkeley, CA 94720
tygar@cs.berkeley.edu

Abstract 1 Introduction

User errors cause or contribute to most computer  Security mechanisms are only effective when used
security failures, yet user interfaces for security still correctly.  Strong cryptography, provably correct
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22 years later
Johnny still can't encrypt...

C L b Carnegie Mellon University 9
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We still rely on users to do security tasks that
they aren’t good at

Creating unique and memorable passwords

C L Carnegie Mellon University 10
y a Security and Privacy Institute



Users have many misconceptions about
passwords

C L Carnegie Mellon University 11
y a Security and Privacy Institute



MISCONCEPTION
Keyboard patterns are secure

B. Ur, F. Noma, J. Bees, S. Segreti, R. Shay, L. Bauer, N. Christin, L Cranor."| Added '!' At The End To Make It Secure": Observing
Password Creation in the Lab. SOUPS 2015

12



' Adding I to the end makes it secure

G L 3 b Carm-agie Mellf)n University
Security and Privacy Institute



Password perceptions study

iloveyou88 ieatkale88

lloveyou88 ieatkale88
much more much more
secure secure

B. Ur, J. Bees, S. Segreti, L. Bauer, N. Christin, and L. F. Cranor. Do users’ perceptions of password security match reality? CHI
2016.

14



Password perceptions study

iloveyou88 ieatkale88

lloveyou88 ‘ ieatkale88

much more much more
secure secure

MISCONCEPTION

B. Ur, J. Bees, S. Segreti, L. Bauer, N. Christin, and L. F. Cranor. Do users’ perceptions of password security match reality? CHI
2016.
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Password perceptions study

iloveyou88 ieatkale88

lloveyou88 ieatkale88

much more / ' much more
secure 4 OOO OOO OOO % secure

more secure!

B. Ur, J. Bees, S. Segreti, L. Bauer, N. Christin, and L. F. Cranor. Do users’ perceptions of password security match reality? CHI
2016.
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Most password meters don’t help much

® Carnegie Mellon University .
y Security and Privacy Institute



Change your password

Strengthen the security of your account with a new password.

CAanfirm now nacownrd
SON0NmM new passwora

Cancel

| show password

\ Your password is weak,
create a stronger password.

Cyla

Carnegie Mellon University
Security and Privacy Institute



Create Your Password

Username Your password could be better.
blase

W Don’t use dictionary words
(Unicorn) or words used on
Password Wikipedia (Crypto)

CryptoUnicornj]

W Consider inserting digits into

the middle, not just at the end
Show Password & Detailed Feedback #

W Consider making your
password longer than 14

Confirm Password characters

A better choice: C3ryptoUniCorn@

m How to make strong passwords

Demo: cups.cs.cmu.edu/meter

B. Ur, F. Alfieri, M. Aung, L. Bauer, N. Christin, J. Colnago, L. Cranor, H. Dixon, P. Emami Naeini, H. Habib,
N. Johnson, and W. Melicher.. Design and Evaluation of a Data-Driven Password Meter. CHI 2017


http://cups.cs.cmu.edu/meter

ACM CCS 2020

Practical Recommendations for Stronger, More Usable
Passwords Combining Minimum-strength, Minimum-length,
and Blocklist Requirements

Joshua Tan, Lujo Bauer, Nicolas Christin, and Lorrie Faith Cranor
Carnegie Mellon University
{jstan,lbauer,nicolasc,lorrie}@cmu.edu

ABSTRACT

Multiple mechanisms exist to encourage users to create stronger
passwords, including minimum-length and character-class require-
ments, prohibiting blocklisted passwords, and giving feedback on
the strength of candidate passwords. Despite much research, there
is little definitive, scientific guidance on how these mechanisms
should be combined and configured to best effect. Through two
online experiments, we evaluated combinations of minimum-length
and character-class requirements, blocklists, and a minimum-strength
requirement that requires passwords to exceed a strength threshold
according to neural-network-driven password-strength estimates.

Qur results lead to concrete recommendations for policy config-
urations that produce a good balance of security and usability. In
particular, for high-value user accounts we recommend policies that
combine minimum-strength and minimum-length requirements.
While we offer recommendations for organizations required to use
blocklists, using blocklists does not provide further gains. Inter-
estingly, we also find that against expert attackers, character-class
requirements, traditionally associated with producing stronger pass-
words, in practice may provide very little improvement and may
even reduce effective security.

1 INTRODUCTION

To help users create stronger passwords, system administrators
often require passwords to exceed a certain length, contain at least
a specific number of character classes, or not appear on a block-
list [19]. Users are also often nudged to create stronger passwords
by password meters that give feedback on the strength of candidate
passwords and suggestions about how to improve them.

Early guidance for how to deploy these approaches relied mostly
on common sense and experts’ opinions [17, 18]. Over the past
decade, a scientific basis has emerged for what requirements are
most effective at encouraging users to create passwords that are
strong but still memorable. For example, research has shown that
increasing minimum length may increase password strength more
than relying just on character class requirements [26]; that pass-
word meters can very effectively nudge users to create stronger
passwords [28]; and that carefully configured blocklists can help
prevent users from picking easily guessed passwords [8].

These early efforts shed light on which password requirements
were more or less effective, but stopped short of providing em-
pirically evaluated, definitive guidance for how to combine re-
quirements. In this paper, we seek to address this. Building on




Users cope with lots of passwords by
reusing them

C L b Carnegie Mellon University 21
y a Security and Privacy Institute



Security Behavior
Observatory

* Network of instrumented home
Windows computers

* ~200 active participants

* Natural observation + surveys
and interviews

* Dataincludes hashed passwords



People reuse their passwords a |ot

On average, participants had
* 26 different accounts

10 distinct passwords

S. Pearman, J. Thomas, P. Emami Naeini, H. Habib, L. Bauer, N. Christin, L. Cranor, S. Egelman, and
A. Forget. Let’s go in for a closer look: Observing passwords in their natural habitat. CCS 2017.

23



People reuse their passwords a |ot

On average, participants had
21% Not reused

e 26 different accounts _
12% Partially reused

e 10 distinct passwords 16% Exactly reused

51% Partially and
exactly reused

S. Pearman, J. Thomas, P. Emami Naeini, H. Habib, L. Bauer, N. Christin, L. Cranor, S. Egelman, and
A. Forget. Let’s go in for a closer look: Observing passwords in their natural habitat. CCS 2017.

24
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Attackers exploit password reuse

CRACKED PASSWORDS

UserID  Password
jane iloveyou89
jami godoggo!
jim monkey1
kar paSSword
katieprinc3ss2

G L Carnegie Mellon University .
y a Security and Privacy Institute



Users encouraged or required to change their
passwords frequently

C L Carnegie Mellon University 27
y a Security and Privacy Institute



PASSWORDS ARE LIKE

UNDERPANTS

Change them often, keep them private and never share them with anyone.

G L Carnegie Mellon University .
y a Security and Privacy Institute



Why require password changes?

Lock out attackers who
have learned users’
passwords

Password is Incorrect |

AbLafa)
\—/

Cyla

Carnegie Mellon University
Security and Privacy Institute

29



' Testing this theory at UNC

* Mandatory password change every 3 months

* Researchers obtained and cracked hashed defunct passwords to 7,700+
accounts

® Your password has expired and must be changed.

Cancel

Carnegie Mellon University
Zhang, Monrose, and Reiter, CCS 2010 GYLa ATHEgle Yo o rvers) ‘

Security and Privacy Institute



Knowing old password can we predict new one?

Researchers tried to guess new ol st . SO
passwords by making small changes
to old passwords

DEFCSN221

CRACK ME IF YOU CAN

C L Carnegie Mellon University 31
y a Security and Privacy Institute



' Predictable transformations

G L Carnegie Mellon University .
y a Security and Privacy Institute



Predictable transformations

Capitalization: tarheels#1l — tArheels#l
Substitution: tarheels#1 — tarheels#2

Keyboard transform: tarheels#1 — tarheels#!

Date: tarheel#0510 - tarheel#0810

C L Carnegie Mellon University 33
y a Security and Privacy Institute



Knowing prior passwords helps predict next one

e  Online attack
e 17% of accounts cracked
within 5 guesses

e Offline attack
e 41% of accounts cracked within 3 seconds on a w&“m“é*»ﬁ“mww.
2.67GHz processor P S BN
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Contact | Stay Connected | Privacy Policy | FTC en espariol

FEDERAL TRADE COMMISSION
PROTECTING AMERICA’'S CONSUMERS —

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE I WOULD LIKE TO...

News & Events » Blogs » Tech@FTC » Time to rethink mandatory password changes

Time to rethink mandatory password changes Categories
By: Lorrie Cranor, Chief Technologist | Mar 2, 2016 10:55AM Data security (7)
TAGS: Authentication | Human-computer interaction | Passwords | Research Privacy (12) |

P
Data security is a process that Saawords(2)

evolves over time as new
threats emerge and new
countermeasures are
developed. The FTC’s
longstanding advice to
companies has been to
conduct risk assessments,
taking into account factors
such as the sensitivity of
information they collect and the
availability of low-cost
measures to mitigate risks.
The FTC has also advised
companies to keep abreast of

Authentication (2)

MAC address tracking (2)
Mobile location analytics (2)
Wi-Fi tracking (1)

Mobile device settings (3)
In-app purchases (1)
Human-computer interaction (4)
Accountability (4)

Personal harms (3)

Data sharing risks (2)

Raeocoarch (R)
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Advice and Guidance Education, Research and Skills Products and Services
Threats and Vulnerabilities News and Events About Us
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Home About Us |A Matters

The problems with forcing regular
password expiry

Version: 1

Created: 11 April 2016

Updated: 15 April 2016

Topics: Passwords, Best Practice

Share this page

m LinkedIn Facebook u Twitter E Google+

Why CESG decided to advise against this long-established

I L e

Related Content



June 2017: NIST recommends against regular
password expiry
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2FA and password managers can improve
password security, but adoption is low

C L Carnegie Mellon University 38
y a Security and Privacy Institute



Carnegie Mellon University

Web Login

AndrewID |
Password [

Login

C«rll'ﬂl?g.J 1€ Device: | Mobile 1+3 [XX-XXX-8412)

Mellon

UI]lVﬁI'Slty Choose an authentication method

LY

What is this? £ Duo Push recomMMENDED Send Me a Push

Meed re|p__ _

Passcode Enter a Passcode

[] Remember me for 30 days




Collected data on 2FA rollout at CMU

( Arnegie

e Surveyed ~1,200 people 1-3 weeks before mandatory
adoption deadline Lo

Camegig Mellon University

* Surveyed ~800 people 3 months after deadline

* Helpdesk and access log data

J. Colnago, S. Devlin, M. Oates, C. Swoopes, L. Bauer, L. Cranor, and N. Christin. "It's Not Actually That Horrible": Exploring
Adoption of Two-Factor Authentication at a University, CHI 2018.

40



Students perceive 2FA more negatively than

faculty and staff
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doesn’t work in labs
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New users need convincing

Why should I?

“Nothing a CMU student can access
on the network is private or important

enough to warrant this inane policy.” My friends hate it

“I have heard it is a complete
hassle and people regret doing it.”

Carnegie Mellon University
a s . . I 42
ecurity and Privacy Institute



But it turns out to be not so bad

“| previously assumed it would be more of a pain than it
was worth. It's not actually that horrible.”

C L Carnegie Mellon University 43
y a Security and Privacy Institute



YOU NEED A PASSWORD
MANAGER. HERE ARE
SOME GOOD FREE ONES

% % % % X KK
" EEERXEE:

44



Why are password manager (and generator)
adoption rates so low?

e Lack of awareness

* Underestimate risk of password reuse

* QOverestimate risk of password manager compromise
e Confusing prompts

* Usability and reliability problems

Users of built-in password managers may be driven more by convenience, while users of
separately installed tools appear more driven by security

S. Pearman, S. Zhang, L. Bauer, N. Christin, and L. Cranor. Why people (don’t) use password managers effectively. SOUPS 2019. 45
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Privacy and transparency

G L 3 b Carm-agie Mellf)n University
Security and Privacy Institute



Privacy and transparency

Privacy policies and nutrition labels

G L 3 b Carm-agie Mellf)n Unive?sity
Security and Privacy Institute




About Our Privacy Policy

\Whenever you do something like buy one of our products, watch @
information is created. Because we know your privacy is importan
to explain how we collect, usé and protect that information. There
and the actual policy is written in an easy to understand “Frequ
(FAQ) format (Isiteslprivacy_policylterms). We want to simplif]
make informed choices about your privacy, and then spend the 1!

products and services.

Effective July 24,2015

A Quick Summary of Ou
Policy

OQur Privacy Policy applies o your use of all products, service
and our AT&T affiliates, such as DIRECTV, unless they have
Because some apps, including some AT&T and DTV branded
information, or use information in different ways, they may h
and/or terms and conditions. These apps Mmay also offer you
your personal information.

Back to Top

Customner Py
ropoetary .
Ifemation (CEMI) Netwark

Our privacy commitments

o \We don't sell your personal \nformation to anyone for @
o We keep your personal |nformation in our pusiness reg —

until it is no longer needed for pusiness, tax of legal purposes.
o \We will keep your information safe using encryption or other appropriate security controls.
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delete
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ur global services o
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How will we not ify you of
changes to this PO icy?

Sections =

Microsoft

Privacy & Cookies

— B 1GDIc. You may afsg 58It from the Aroducty listeg above to vigy that
SRS O i8atures Mentioned this statement ‘may not be availabig i, Ml markets, You can find more Information o0
@ rotecting yoye Privacy a nwmm‘g%
v 5 lt
icy o that link to t ios & G0 .
policy SRS Cookies g, Similar Technologtes
or “Services.”
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Colfect i‘ﬂarmlhan al

5. Which & smap geyy ties stored on gy, eVice, 1 helg operare the sites ang
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Sg0-in; prowig 1argeted ads; compgy raud: and anasyze Site operations,

We also use wap 93¢0nS 10 el ey Cookies

Party senvice providars,

ﬂnucessvng Your Informatign

She Washington Post

244 HOURS PER YEAR

3
* Your Choices with re
* Howto

By Using the Website, the
Sounclc‘aud@ accoun,
Out in this Privacy Policy,

miorrna
i

S€ of caokje d sj
e Caokies Palicy forms Rart o
€ Privacy Policy, We are r, i
O0kies Policy. Efe”'lml‘



“ONLY IN SOME
FANTASY WORLD

do users actually read these
notices and understand their
implications before clicking to
indicate their consent”

— United States President’s Council of
Advisors on

Science and Technology,

Big Data and Privacy, May 2014

Carnegie Mellon University
® L 8 )
Cy a Security and Privacy Institute 21
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' How can we put people in control over their

personal information?

And how do we know
when we have
succeeded?




' By what criteria should we measure effectiveness?

G L 3 b Carn(‘agie Mellf)n Unive?sity
Security and Privacy Institute



ftc.gov/testingdislosures

Important to test, even on low budget

Test comprehension in context


https://www.ftc.gov/news-events/events-calendar/2016/09/putting-disclosures-test
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Towards a privacy

“nutrition labe

|II

Standardized format

People learn where info is
Facilitates policy comparisons

Standardized language

People learn terminology

Brief

People find info quickly

Linked to extended view

Get more details if needed

Privacy Facts

Privacy Facts




information
we collect

contact
information

cookies

demographic
information

financial
information

health
information

preferences

purchasing
information

social security
number &
govtID

your activity on
this site

your lacation

ways we use your information information sharing
provide

service and ather public
maintain site  marketing telemarketing profiling companies  forums

cups.cs.cmu.edu/privacylLabel/

P.G. Kelley, J. Bresee, L.F. Cranor, and R.W.
Reeder. A “Nutrition Label” for Privacy.
SOUPS 2009.

P.G. Kelley, L.J. Cesca, J. Bresee, and L.F.
Cranor. Standardizing Privacy Notices: An
Online Study of the Nutrition Label
Approach. CHI2010.

Carnegie Mellon University 58
Security and Privacy Institute
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http://cups.cs.cmu.edu/privacyLabel/

WHAT DOES BANK OF AMERICA po WITH YOUR PERSONAL !HFGRH!‘I’ION?

Financial companies chease oW they share your personal informeation. Under federal la that means
iy identifigble information. Federsl law gives CONSUMETS the right ko limit some But not 2
sharing, Federal low ais9 requires us 1o tell you hat we collect, share, and protect your personal

informaticn, Fleasé read this notice carefully to understand what wiz g0

The types of aasmal information We collect end share depend on the product oF sErvice Yoo have with

us.

This information can inchude:
« Social Securiy aumber and employment information

+ sccount balancds, transaction histary and credit information

o assets and nvestment experience®

Al financial companies need toshare custamers’ personal information to run their everyday business.
1n the section pelow, we list the reasons financial companies £an share their customers’ personal
information; the reasons Bank of America chooses o share; and whether you can limit this sharing.

Does Bank [ can you lim
America share? this sharing?

Reasons we can share your pnrsonal information

e55 YOUT
orders and

For our everyday business purposes — such as to proc
gransactions, malntain your account(sl respond t© court
legal lnvestigations, or report to credit pureaus

For our marketing purposes — with gervice providers we use to offer Yes No
pur products and services ta you (please 5e€ pelow to limit he wWays We
contact youl
Fnr]nlnlmnrkannq with other financial companies Yes No acCOUnt(s) r
or report to' espond tg g sactions, ma;
[+ Y U + Mai i
For our affiliates’ everyday pusiness purposes — nformation about Yes No redit bureay rt orders and ntain your
your transactions 8nd experiences s legal invest; ring?
igatio;
ns,

For our affiliates’ evaryday business purposes — nformation about Yes Yes

your cred itworthiness

For nonatfiliates to market to you — for all credit cord pocounts Yes Yes

Yes Yes

For nonaffiliates 1o market to you — for accounts and services
endorsed by another grganization (€.9. devi cord co-branded with &
baseball team) ~gponsored Accounts”

‘We don't share

For nonaffiliates to market to you = for accounts other than credit No
card accounts and Spansored Apcounts, such a5 insurance,
investments, deposit and lending

Call:

1-800

i -681-,

Policy /ingey, htl 0740
htm®




cups.cs.cmu.edu/bankprivacy/
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Enter ZIP code

protective bank.

This institution’s Privacy Practices
Evorydqy Our Joint iliates: | Affi)
business marketing marketing credit,.,

1st Capital Bank
Comm, Unity 1st Banj

Golden State Bank Upland, CA

Pacific Coast Bankers Bancshqres Walnyt Creek, CA
Americgn Continentqi Bank City OF Industry, Ca
Orange Count

Buena Park, CA
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http://cups.cs.cmu.edu/bankprivacy/

& Apps Q

Android Privacy Facts (@) Word Weasel

comment

Ad supported, with ability to upgrade to ad-
free full version in game.

* Task: select apps for friend with new

Uses the SOWPODS word list containing

100,000+ words. They may be obscure, but
Sma rtphone YES ULUSE dl'e woras)
* Choose from 2 similar apps w/ different Pﬂvamm | |
permission requests
* Participants who saw Privacy Facts more s s e
likely to select apps with fewer S

Average

permissions

* Brand and rating reduce effect

P.G. Kelley, L.F. Cranor, and N. Sadeh. Privacy as part . _ o
of the app decision-making process. CHI 2013. CyLa Carnegie Mellon University  @8§
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APPLE \ POLICY \ TECH

Apple will require apps to add privacy (
‘nutrition labels’ starting December 8th Ao Pilveoy

The labels explain what data is collected at a glance

s Campbe @soupsthename | Nov 5, 2020, 8:42pm EST

f > SHARE Fo
=

Data Used to Track You

®

Data Linked to You

&8 Financial nfo <« ‘Location
© Contact info @ Puchases

@ bBowsingHistory B dentitiers
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Privacy & Security Facts

Security Camera 5200
Smart++, incorporated in United States 2017
Firmware version 3.1.6 (updated June 12, 2018)

00

Consurmer ~
Reports mart+4
Overall score out of 100 - o
PRIVACY
Collected data:  Video, device configuration, login info
Purpose: Security, maintenance, advertisement
Retention time: Forever

Shared with:  Manufacturer

Choices: MNone

Independent Priva::t:;lagr: * * * jﬁr *

Level of detail for the data that  |dentifiable
is being used:

Level of detail for the data that |dentifiable
is being collected:

SECURITY

Automatic updates: Mo

Updates lifetime: Until January 1, 2020
Choices:  Configurable updates, purchase extended updates
Encrypted communication:  Yes
Authentication method: Fingerprint

Internet connectivity: Required

Independent IT Security Institute
Rating. TR

MORE INFORMATION

o Tip(s): Register your device to receive updates

Scan QR code for manufacturer’s privacy
and security information

A
oo

O Pivacy 8 Sty

P
T et

HD WIRELESS VIDED 4 225 i
SECURITY SYSTEM —— k.,

'20p Video Res

99. 8¢

mEaAaE

P. Emami-Naeini, H. Dixon, Y. Agarwal, and L. Cranor. 2019. Exploring
How Privacy and Security Factor into loT Device Purchase
Behavior. CHI 2019.



Security & Privacy Overview

Smart Device Co.

Smart Video Doorbell NS200
Firmware version: 2.5.1 - updated on: 11/12/2020
The device was manufactured in: China

Security & Privacy Details
Smart Device Co.

Smart Video Doorbell NS200
Firmware version: 2.5.1 - updated on: 11/12/2020
The device was manufactured in: China

E Security updates  Automatic - Available until at least 1/1/2022
Security Access control Passwqrd - Factory}defaurt -User changeable, Multi-factor
Mechanisms authentication, Multiple user accounts are allowed
Sensor data collection m *]ﬂ
Visual Audio Physiological || Location
Sensor type Microphone

Purpose

Data Data stored on device

Practices pata stored on cloud sentifed-Optionto
Shared with Manufacturer
Soldto l Not disclosed J l Not sold J

i

Mechanisms

Security updates
Access control

Security oversight

Ports and protocols

Hardware safety

Software safety

Personal safety

Vulnerability disclosure and management
Software and hardware composition list

Automatic- Available until at least 1/1/2022 °
Password - Factory default - User changeable, P
Mutti-factor authentication, Multiple user accounts are allowed
No security audits ]
www.NS200.smartdeviceco.com/ports

Not disclosed

www.NS200.smartdeviceco.com/sw_safety
www.NS200.smartdeviceco.com/user_safety
www.NS200.smartdeviceco.com/vul_report
www.NS200.smartdeviceco.com/BOM

Other collected data | Motion, Accountinfo, Payment info, Contact info, Device setup info, Device tech
info, Device usage info

Privacy policy www.NS200.smartdeviceco.com/policy

Detailed Security & Privacy Label:
www.iotsecurityprivacy.org/featured/external/manufacturer
More /Smart/Video-Doorbell
Information

CMU loT Security and Privacy Label CISPL1.0 iotsecurityprivacy.org

iotsecurityprivacy.org

Encryption and key management www.NS200.smartdeviceco.com/encryption
Sensor data collection |Visual Audio Motion
Sensortype | Camera ©| | Microphone ©| | Motionsensor )
Collection frequency Continuous-Optiontoopt. ¢, Continuous-Optiontoopt. ¢, Continuous-Optiontoopt
out in out
Purpose Providing device functions Rt (4] Research ©
—— / Data stored on the device | Identified o No device storage ) Pseudonymized o
Local data retention time |Uptoayear No retention [+ Uptoamonth ©
Data stored in the cloud f;?‘e:f,‘;q";;’ st g ?:‘;g‘ ed-Option o g | N cloud storage °
Cloud data retention time |Upto10years [+ Up totwo months. [+ No cloud storage: [
Data Data shared with | borerecurer of | Manufacturer o | Manutacturer Thictparties ©
Practices i Periodic ©| |Peiodc-Adustable  ©| |Periodic-Adustable @
Data sharing frequency
Data soldto |Notdisclosed ©|  |Notsold ©| | Thidparties °
Other colected data [ Accountino,Poymert nfo Cortectnfo D Dev > o)
Data linkage Data will not be linked with other data sources °
What will be inferred from user’s data Not disclosed °
Special data handling practices for children No °
In compliance with GDPR °
Privacy policy www.NS200.smartdeviceco.com/policy
Call Smart Device Co. with your questionsat 1 000-000-0000 ©
° Email Smart Device Co. with your questions at - info@smartdeviceco.com °
Functionality when offline Limited functionality ©
| More Functionality with no data processing Limited functionality °
Physical actuations and triggers Device blinks when motion is detected °
Compatible platforms Amazon Alexa ©

CMU loT Security and Privacy Label CISPL 1.0 iotsecurityprivacy.org

CEEE
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Privacy and transparency

Online tracking icons

G L 3 b Carm-agie Mellf)n Unive?sity
Security and Privacy Institute



= MENU @the ONION  Woman Stalked Across 8 Websites . SEARCH Q  [R[LA1 T LIRN =0

Woman Stalked Across 8 Websites
By Obsessed Shoe Advertisement

NEWS IN BRIEF
October 12, 2015

VOL 51 ISSUE 41
News - Technology -
Advertising - Fashion

LAWRENCEVILLE, GA—Expressing her growing unease at repeatedly spotting the
same picture and text lurking in the corners of her favorite webpages, local woman
Laura Spelman confirmed Monday that she has been stalked across eight different
sites by an obsessed Nine West shoe advertisement. “When I first saw the ad for
the black ballet flats in my Facebook news feed, it seemed harmless enough, but
then I went to check the forecast on Weather.com and it was waiting there for me—

it’s really kind of disturbing,” said Spelman, adding that she has taken to scrolling

awav from the fanatical ad as fast as nossible whenever she catches sicht of it “1



Merrell Encore Mid Boot Q2 . , Rieker Z6784 Women's Dress Born Kristina Women's Pull-on
Women's Boots UGG Niels Women's Boots Boots Boots

$149.95 $194-95 $120 $135







Do people recognize
the AdChoices icon?

1,505-participant online survey

P. Leon, J. Cranshaw, L. Cranor, J. Graves, M. Hastak, B. Ur, G. Xu. What Do Online Behavioral Advertising Disclosures
Communicate to Users? WPES 2012 ‘



Varied icon and taglines

Why did | get this ad? [>
imne £

 Whydid | get this ad?

* Interest based ads

* AdChoices

* Sponsor ads

 Learn about your ad choices
* Configure ad preferences

* ‘No tagline’

G L Carnegie Mellon University
y a Security and Privacy Institute



What would happen if you clicked on the icon?

AdChoices [>

56% More ads will pop up

45% Will take you to a page where you can buy
advertisements on this website

27% Will take you to a page where you can opt out of
tailored ads

% who agreed with each statement; some participants agreed with multiple statements

71



What would happen if you clicked on the icon?

Configure Ad Preferences

42, -56%- More ads will pop up

15% _45% Will take you to a page where you can buy
advertisements on this website

B0 % -27%— Will take you to a page where you can opt out of
tailored ads

% who agreed with each statement; some participants agreed with multiple statements

72



CHAPTER 20. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS

PROPOSED TEXT OF REGULATIONS

§ 999.315. Requests to Opt-Out

(a) A business shall provide two or more designated methods for submitting requests to opt-out,
including, at a minimum, an interactive webform accessible via a clear and conspicuous link
titled “Do Not Sell My Personal Information,” or “Do Not Sell My Info,” on the business’s

website or mobile application. Other acceptable methods for submitting these requests

(e) Opt-Out Button or Logo

AVAILABLE FOR PUBLIC COMMENT.]




Choice/consent Opting out Do not sell (personal info)

1 @ G

&
vES E

‘0
® DAA Privacy
Rights

C L Carnegie Mellon University 74
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' Refined icons for evaluation

ID-Card Slash-Dollar Stop-Dollar Toggle

fd ® O D [>

C L Carneg e Mellon University .
y a urity and Privacy Institute



Combo testing

Mturk study with 1,416 participants

Tested 3 icons + no icon

D ® [

Tested 5 taglines + no tagline

* Do not sell my personal information
* Do not sell my info

* Privacy choices

* Privacy options

e Personal info choices

23 combinations tested

Footwear

Close up of highlighted area:

[>> DO NOT SELL MY PERSONAL INFORMATION

What do you think would happen if you clicked on the symbol
and link in the highlighted area on this web page?

76



Our
recommended
icon

iOS toggle
switch

© O

OAG’s revised proposed regulations

(1) The following opt-out button erlege may be used in addition to posting the notice of
right to opt-out, but not in lieu of any posting of the notice of right to opt-out.

Do Not Sell My Personal Information

Do Not Sell My Info




So we ran another study

Stylized toggle  CalAG toggle CalAG-X toggle

* Insignificant difference between icons with the big and small X
« But big differences between the CalAG icon and our stylized toggle
« CalAG icon more likely to be misinterpreted as actual toggle

« Small differences based on color
Some small changes can sometimes make a big difference and you won’t

know unless you test with users

C L Carnegie Mellon University 78
y a Security and Privacy Institute



Then the OAG removed the button

Button completely removed from regulation

OAG will design a uniform and recognizable opt-out button in the future

Former subsection (f), regarding the proposed opt-out button, has been deleted in response to
the various comments received during the public comment period. The OAG has removed this
subsection in order to further develop and evaluate a uniform opt-out logo or button for use by
all businesses to promote consumer awareness of how to easily opt-out of the sale of personal
information.

C L Carnegie Mellon University
y a Security and Privacy Institute
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Then the OAG asked us to test more icons!

*  Which of these icons, paired with the ®
“Do Not Sell My Personal Information” @ .9
link text performs best
e standing out to users on a website?
 communicating the presence of a do- @ fo\a o
not-sell choice?
* motivating users to click?

e ... and only recruit participants from CA

C L Carnegie Mellon University 30
y a Security and Privacy Institute



State of California Department of Justice N f L) @ ﬁ

";:. A\ XAVIER BECERRA

I~

S Attor n ey Gen er 31 Translate Website | Traducir Sitio Web

Search

HOME ABOUT MEDIA CAREERS REGULATIONS RESOURCES PROGRAMS CONTACT

Attorney General Becerra Announces Approval CCPA PRIVACY OPTIONS ICON
of Additional Regulations That Empower Data
Privacy Under the California Consumer Privacy
Act

Press Release / Attorney General Becerra Announces Approval of Additional Re...

Monday, March 15, 2021
Contact: (916) 210-6000, agpressoffice@doj.ca.gov
Includes new Privacy Options icon that businesses are encouraged to use to help build consumer awareness

of Californians’ privacy rights

SACRAMENTO - California Attorney General Xavier Becerra today announced additional regulations approved by the
Office of Administrative Law that advance protections for Californians seeking to control the sale of their personal
information. The California Consumer Privacy Act (CCPA) gives consumers new tools and rights for protecting their
data privacy. These newly-approved rules strengthen the language of the CCPA regulations approved by OAL in August

2020, including protecting consumers from unlawful business practices that may be deceptive or misleading.


http://cups.cs.cmu.edu/optout

Privacy and transparency

Cookie consent banners

G L 3 b Carm-agie Mellf)n Unive?sity
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What makes a consent interface useable?

* Addresses user needs

* Requires minimal user effort

* Makes users aware of what choices exist and where to find them

* Conveys choices and their implications so users understand them easily (comprehension)

 Users are are satisfied with interface and choice options, trust their choices will be honored
(sentiment)

* Allows users to change their decision due to errors or changing their mind (decision reversal)

 Doesn’t nudge users towards less privacy-protective options

C L Carnegie Mellon University
y a Security and Privacy Institute
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Common usability problems with cookie banners

Nudge users to accept all cookies
by presenting that option as a big
button

Require extra steps to make other
choices — first you have to click
through to cookie settings

It’s not even clear what the other
choices are without clicking
through

Cookie consent

We use our own and third-party cookies to show
you more relevant content based on your
browsing and navigation history. Please accept or
manage your cookie settings below. Here's

our cookie policy

Cookie settings Accept all cookies

Carnegie Mellon University
Security and Privacy Institute

Cyla
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Hana Habib, Megan Li, Ellie Young, Lorrie Faith Cranor
Paper to be presented at CHI 2022

“Okay, whatever”: An Evaluation of
Cookie Consent Interfaces

C L b Carnegie Mellon University 35
y a Security and Privacy Institute



Evaluating the impact of design parameters on
the usability of cookie consent interfaces

* Inspection evaluation

* Reviewed ~200 cookie consent banners from 5 CMPs
* Checked for dark patterns and found them on 88% of banners (most

common: easiest option is to accept all cookies)
* |dentified key design parameters
e User study

* Tested 12 cookie consent design variants with users, evaluating 6
usability factors

C L Carnegie Mellon University
y a Security and Privacy Institute
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Recruited 1,316 crowd workers from Prolific

Participants assighed website shopping task
* Selectitem and put it in your shopping cart

Exposed to 1 of 12 consent interface variants
Asked to fill out survey

Asked to review consent interface again and
answer more survey questions

Median completion time ~16 min,
compensation $5.00

Analyzed interactions and survey responses
from 1,109 participants

* Where they clicked, consent choices made,
time spent, etc.

We love cups. (and such.)

0Our newest styles move with you anywhere—as office mates,
workout buddies, or. pool party souvenirs.

G L 3 Carnfbgie Mellf)n Unive¥'sity
Security and Privacy Institute



CUPE™  Cookie Preferences X

What are cookies?

'l . 77 .
Cookies are small data files placed on your computer er internet enabled device by
e S - ra ‘ I ‘ e S Va r I a I I websites in order to add functions to the site or to help the website work better.
Sometimes cookies are necessary to be used for the basic functioning of your site,
and sometimes they can be used to identify your computer or internet device to our
website, or to other third-party websites. This may allow us to improve the way we
work, such as remembering preferences expressed by you, of tracking your use of a

website for statistical analysis and advertising.

For more information about cookies, please see here: hitps://
www.allaboutcookies.org/

Reversal through persistent

our systems. They are usually only set i ponse tactions you have taken which

™ — “ result in a request for services, such as setting vuururwacvnliimnces.Ioggms,-mcr
" L] L] - g it 0] agl, T aloblack gr t ut these cookies,
This website uses cookies - “cookie-preferences
Performance cookies Deny C. Allaw
« Why we use cookies: To enhance site performance, personalize your buttanolk:osa:[lowusw :?um -rns.tsrar:\c‘.rl‘nlrhc s:urcecf;‘o?eca'\mcasureann
. . . v the performar site. They help us know h pages are the mos
experience, and deliver interest-based ads S least papular and see how visitors move around the site. Al the information these
. . . . i CODMEES C: Ilﬂctusag eg&e:lanntne.'emr a'\nr‘.ymcf..lrynudnnatallnwmese
+ Your choices: Some cookies are optional. Click 'Allow all cookies' to acce = Fu I I awb I’Q'qgkl'ngwd'evsjgn'w°°'-‘°““a"t°-
all cookies, or edit your cookie preferences below and select "Allow Functional coskies veny () o
- Updating preferences: Click on the 'Cookie Preferences’ button on the They b 86 by us o by hidparty providers whose sefices wo hwe 8306d
bottom right Corner of thiS website i:‘llalvf!:og‘ﬂrs;rl‘.‘c'{:nol;‘(:::;{‘BI.I:W[ne‘.e cooki PS.THEn some or all of these functionalities
» More information: Please see our Privacy Policy Targeting cookies —e I

—
II l d k' II Il k' hese @qgies are sgt t ugh our it "‘GU'EGVEIH ng partners, They may be used
3 o P U 5 relevant ads on
Alow selected cookies )l Allow all cookies Detailed buttontext:

allow these cookies, you will not experience our targeted advertising across different
websites as a result of these cookies.

Strictlyjhecessary DPerformance DFunctional Targeting Show details

Bulleted text Y Single-layer “Cookie
In-line options available Preferences” interface

G L 3 Carnfagie Mellf)n Unive?sity ‘
Security and Privacy Institute



cupsn'
such

This website uses cookies

. Why we use cookies: To enhance site performance, personalize your
experience, and deliver interest-based ads

« Your choices: Some cookies are optional. Click 'Allow all cookies' to accept
all cookies, or edit your cookie preferences below and select 'Allow

+ Updating preferences: Click on the 'Cookie Preferences' button on the

bottom right corner of this website
« More information: Please see our Privacy Policy

Allow selected cookies Allow all cookies

Strictly necessary D Performance D Functional D Targeting Show details




“Worst-practices” variant

Banner design at bottom of page
| Loss aversion text

( -

& This website uses cookies

We use cookies to make the website work properly, enhance performance, create personalized functionality, and deliver targeted ads. Note that if you do
not accept optional cookies, your experience may be affected. By continuing to use this site you agree to the use of cookies as shown in your cookie
preferences. You may update your cookie preferences at any time For more information, please see our Privacy Policy.

4
4

cupsn'
Péfégffaph text —~
l About cookies

What are cookies?
Cookies are small data files placed on your computer or L] L]
internet enabled device by websites in order {0 add functions mbe e INK to multi-
to the site or to help the website work better. Sometimes
cookies are necessary to be used for the basi ’unclwon ng of

nréversalnot - | layer interface Generic button text

such as rcml‘mbcrmq nrc erences cxmcs>cd by you, or

tracking ygir use of a website for statistical analysis and

mentlone

For more in fumal on about cookles, please see here:

hitps://www.allaboutcookies.org/
C. I Carnegie Mellon University ‘
ve preferenc . . .
y a Security and Privacy Institute




cupsn’
such

-

Ju ono- ‘esoc

This website uses cookies

We use cookies to make the website work properly, enhance performance, create personalized functionality, and deliver targeted ads. Note that if you do
not accept optional cookies, your experience may be affected. By continuing to use this site you agree to the use of cookies as shown in your cookie
preferences. You may update your cookie preferences at any time For more information, please see our Privacy Palicy.




“Corner button” variant

SUBR™  cookie Preferences X

What are cookies?

ar

tify your computer or internet de
This may aliow us to improve ¢
ssed by you, of tracking y

e, of to other third-party
a8 rememberin
for statistical anal

Far more information about cookies, please s
woww.ailaboutcookies.ora/

ee here: bitps://

Strictly necessary cookies Always active

Cookie preferences

to actio
0 yous privac
biock or aler

te may not w

Performance cookies veny ([ J Alow

These cookies allaw us to count visit
improve the performance of our
and least popular and see how v
cookies collect (s aggregated and t
cooki formation from these co:

$ S0 We can measure and

w which pages are the most

e site. All the Information these
If you do not aliow these

vill not be used to help site performance.

move around !
erefore anonymol

Functional cookies

@ ECS

These cookles allow the provision of enhal
They may be set by us of by third-party g
t pages. If you don't allow thes

ay not function properly

oviders wh we have agded to
e cookies, then some or all of these functiona

se service

Targeting cookies

Allow

These cook

are set through our site by our advertisin

partners, They may be used

by those companies t relevant ads on
They work by uniquely identitying your browser and device. If you don't
perience our targeted advertising across ditferent

of these cookies.

Single-layer “Cookie

.
Preferences” interface

C. I Carnegie Mellon University
y Security and Privacy Institute
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HOME CATALOG

The Earth... Is A Cup,
(Hoids Things)
ancient proverh

We sell things that hold things.
Especially tiguid things

Moatly cups but also other things
and such.

ABOUT

CUSTOMER CARE

CONTACT

Contact Us INFORMATION
Ordering & Payment

Shipping

Returns

¥AQ

Mission
Careers

Terms & Conditions
Privacy Policy
Cookle Policy

Cookie preferences
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Some variables impacted consent decisions,

others not so much

Changes to
paragraph or

button text
g

didn’t have
much impact

Participants
more likely to

consent to all =

cookies
without in-
line options

Inline options led users to restrict cookies

( B Only strictly necessarymstom M All cookies M No selection

reversal—cookiePolicy
text—-lossAversion
reversal—nolnstructions
button—generic
best-practices

-= text-layoutParagraph
prominence—banner
== options—interfaceButton

layout—multilayer
options—embeddedLink/

- worst—practices
prominence—cornerButton

Non blocking
interfaces
led many
users to skip
making a
consent
decision!

0 25 50 75
% of Participants in Condition

Cyla

100

Carnegie Mellon University
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' Absence of fully-blocking or banner notice led to

POOIr awareness

No participants interacted
with the Cookie Preferences
button

Less awareness of a privacy
decision & available cookie
options compared to best-

practices

G L 3 Carn(-agie Mellf)n Unive?sity
Security and Privacy Institute



Absence of in-line options led to lower
investment in decision-making

& This website uses cookies ﬁ This website uses cookies

« Why we use cookies: To make the website work properly, enhance « Why we use cookies: To enhance site performance, personalize your
performance, create personalized functionality, and deliver targeted ads experience, and deliver interest-based ads
« Your choices: Som Kie eoptionar—ciick Wlow all cookies' to accept « Your choices: Some cookies are optional. Click 'Allow all cookies' to accept

all cookies, or edit Whur cookie preferences all cookies, or edit your cookie preferences below and select "Allow

« Updating preferen i 7 o ences' button on the - Updating preferences: Click on the 'Cookie Preferences’ button on the
bottom right corner of this website bottom right corner of this website
- More information: Please see our Privacy Policy

Allow all cookies Allow selected cookies Allow all cookies

« More information: Please see our Privacy Policy

+ | Strictly necessary D Performance D Functional D Targeting Show details

More likely to choose “easiest option” and “not at
all carefully” on survey compared to best-practices

G L Carnegie Mellon University ‘
y a Security and Privacy Institute



But.... absence of in-line options led to higher
focused comprehension scores

ER" Cookie Preferences

What are cookies?

Strictly necessary cookies Always active

Performance cookies

Functional cookies

Targeting cookies

. -
Shpsn Cookie Preferences

Performance cookies Deny Allow

These cookies allow us to count visits and traffic sources so
we can measure and improve the performance of our site.
They help us know which pages are the most and least
popular and see how visitors move around the site. All the
infarmation these cookies collect is aggregated and therefore
anonymous. If you do not allow these cookies, information
from these cookies will not be used to help site performance.

Performance
cookies

Cyla

Perhaps because
participants who
had in-line
options available
didn’t drill down
to cookie
preferences
screens with
definitions

Carnegie Mellon University 97
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Persistent “Cookie Preferences” button enabled
decision reversal

* 82% of best-practices participants said they would use the button to
change their decision

* Only 45% of participants who saw a link to cookie policy but no button said
they would visit the cookie policy to change their decision

* Nosignificant impact due to absence of reversal instruction text

Carnegie Mellon University
a s . . I 98
ecurity and Privacy Institute



Standard cookie categories cause confusion

* Performance cookies

e Cookies that help measure and improve website features
* Only 48% of participants selected correct definition

* Functional cookies

* Cookies that help personalize the website’s services for you
* Only 16% of participants selected correct definition

Categories used by OneTrust and other CMPs are from ICC UK Cookie Guide
https://www.cookielaw.org/wp-content/uploads/2019/12/icc uk cookiesquide revnov.pdf

C L Carnegie Mellon University 99
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https://www.cookielaw.org/wp-content/uploads/2019/12/icc_uk_cookiesguide_revnov.pdf

The burden of user consent

* Considerable cost to reading cookie consent interfaces,
comprehending available options, and making a decision at
large numbers of websites

* Potential long-term solution: browser-based consent
management

C L Carnegie Mellon University 100
y a Security and Privacy Institute



Don’t assume you have to tradeoff security/privacy and
usability

Don’t ask people to do security tasks tifey aren’t good at

Is it usable? Test with the people whojwill be using it

Look for automated and standardized $olutions that don’t
rely on user effort

Standard icon and notice formats

Machine-readable notices and tools to search them and present
useful information to users

Password managers so users can create random passwords and
don’t have to remember them

Research discussed in this talk was funded in part by Carnegie Corporation of New
York, Carnegie Mellon CyLab, DARPA, Facebook, Google, IBM, Microsoft

Research, Innovators Network Foundation, NSA, NSF, PNC Center for Financial
Services Innovation, and The Privacy Projects.

Lorrie Faith Cranor
lorrie.cranor.org
@lorrietweet

Papers: cups.cs.cmu.edu

Privacy engineering masters
and certificate programs:
privacy.cs.cmu.edu
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